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	TO:
	NASA Civil Servants and Contractors

	Subject:
	[bookmark: _GoBack]Data-At-Rest (DAR) Encryption on NASA Computers

	Background:
	On March 7, 2012, you received an email message from Administrator Charles Bolden entitled, “The Importance of Securing NASA Laptops, iPads and Smart Phones.”   In that message, he stated “We have made significant progress to better protect the agency’s IT systems and are in the process of implementing the recommendations made by the NASA Inspector General in this area.”  Additionally, the message emphasizes that the real damage is done through the loss of NASA program information, including personal and other sensitive information.

	What is Happening:

	Due to the risk of critical data loss in the event of lost or stolen computers, NASA is in the process of implementing Data-at-Rest (DAR) encryption on laptop computers and desktop computers containing sensitive information.  
With DAR encryption, the data on the computer is encrypted when your computer is not in an active state (e.g., the power is turned off or the device is in hibernation mode).  Therefore, the data will not be accessible in the event of computer loss or theft.  DAR software encrypts every sector of the hard drive inside the computer and only allows authorized NASA users to log in past that encryption.
NASA Windows and Macintosh computers are in the process of receiving DAR encryption under the Agency Consolidated End User Services (ACES) Contract using the Symantec PGP Whole Disk Encryption product.  Individuals identified as “critical users” will be the first to receive the solution based upon their handling of sensitive information.   Encryption of critical users’ computers is currently under way, with a target completion of June 11, 2012.  

	What to Expect:
	General deployment of DAR encryption to other Windows and Macintosh computers will begin on June 18, with a target completion of September 10, 2012.   As part of the process, affected users will receive an additional message detailing the steps necessary to ensure all data is safe, including but not limited to Personally Identifiable Information (PII) and/or Sensitive but Unclassified (SBU) information.  
DAR encryption is required for all NASA laptop computers.  It is also required for all NASA desktops that contain sensitive information.  DAR Points of Contact (see link below) at each Center can assist with obtaining DAR encryption for non-ACES users.
Please be advised that DAR does not take the place of Entrust for encrypting individual files or for sending encrypted e-mail messages. E-mail messages sent from your laptop or desktop will be unencrypted unless you use Entrust to protect the message.  DAR is designed solely to protect against the loss or theft of your computer (i.e. a laptop stolen from a car or left in an airport lobby).

	Benefits:
	DAR encrypts the data on your computer while it is powered off or in hibernation, thus preventing unauthorized users to access the data in the event of equipment loss or theft. 

	Contact:
	For technical assistance, contact your center DAR POC - http://insidenasa.nasa.gov/ocio/infrastructure/dar_POCs.html

	Learn More:
	For more information, please visit the DAR Website -  https://aces.ndc.nasa.gov/subnav/dar.html
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