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	To:
	Users who have not yet completed DAR enrollment

	Subject:
	Completion of Data-At-Rest (DAR) Encryption Software Enrollment Required
User Action is Required!

	What’s Happening:
	The Symantec PGP Desktop software has been enabled on your computer for Data at Rest (DAR) protection.  However, you have been identified as a user who has not yet completed the enrollment process, which is the final step of the DAR Whole Disk Encryption (WDE) implementation.  DAR encryption software is required by Federal law and Agency policy; compliance is mandatory.  
To complete your enrollment, follow the instructions below.  The HITSS Customer Support Team will be following up to offer assistance if necessary. 

	[bookmark: action][bookmark: _GoBack]Action Required:
	1. Activate the PGP Enrollment Prompt:
· Your computer should display the Symantec PGP Desktop Enrollment prompt upon reboot or start-up.
· If the PGP Enrollment wizard does NOT automatically appear within 5 minutes of rebooting and logging in, open the PGP Desktop software to receive the PGP Enrollment prompt: 
· Windows users: Click Start | Click PGP Desktop.
· Macintosh users: Open Applications | Click PGP.app 
· Your computer may reboot | You must log in to continue the process.

	NOTE:  If your computer still does not display the PGP Desktop Enrollment prompt shown above, or you need assistance, contact the HITSS Customer Support Team, 358-0650.



2. Enter Credentials:
Enter your AUID and NDC password, and click “OK” (Windows) or “Continue” (Macintosh). You must be connected to the NASA network for the enrollment process (registration with the PGP server) to occur.
	Windows
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	Macintosh
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3. Hard Disk Encryption:  After enrollment, your computer will begin encrypting automatically, with no further action required on your part.  A message may appear briefly to notify you that encryption has started.  You may continue to use your computer during encryption.

	New Login Process:
	Once the entire process is complete, the way you login to your computer will change.  Important details, including how to change passwords, are contained in the HQ DAR Encryption User Guide.

	Reminder about NASA Policy:
	Per the Agency directive on November 13, 2012, NASA-issued laptops CANNOT be removed from NASA facilities beginning December 21, 2012 unless the computer is fully protected by DAR encryption software.

	DAR Does Not Replace Entrust PKI:
	DAR does not take the place of Entrust PKI for encrypting individual files or for sending encrypted e-mail messages. E-mail messages sent from your laptop or desktop will be unencrypted unless you use Entrust to protect the message.  DAR is designed solely to protect against the loss or theft of your computer (i.e. a laptop stolen from a car or left in an airport lobby).

	Learn More:
	· DAR Overview: http://itcd.hq.nasa.gov/DAR_Overview.pdf
· DAR FAQs:  http://itcd.hq.nasa.gov/documents/faq_DAR_HQ.docx   
· HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html 

	[bookmark: support]Support:
	Submit an incident ticket to the Enterprise Service Desk (ESD):  
· Web Site (submit an incident ticket online): https://esd.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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