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	To:
	NASA HQ users who have not activated the Connected Backup software and/or completed a recent backup

	Subject:
	Connected Backup Account Activation Required and/or Data Backup Required
User Action is Required!

	What’s Happening:
	[bookmark: _GoBack]You have been identified as a user who requires activation of your Connected Backup account and/or has not completed a successful backup in at least than 3 days.  Connected Backup, also known as Mobile Information Protection (MIP), is the ACES data backup solution.
Performing a complete backup is required before receiving the Federally-mandated Data-At-Rest (DAR) encryption software (also known as Symantec PGP Desktop).   Connected Backup and the DAR encryption software ensures that vital information is both protected and recoverable in the event of data loss or corruption.
You must activate your Connected Backup account and complete a data backup so your computer will be able to receive the DAR encryption software.  You must have DAR encryption software on your computer by December 21, 2012 to be in compliance with Federal law and NASA policy.
Follow the steps below to perform a backup and complete DAR encryption. 
	NOTE:  If you need assistance, contact the HITSS Customer Support Team, 358-0650.




	Action Required:
	1. Activate your Connected Backup account immediately, if you have not already done so: 
	Windows Users:
	Macintosh Users:

	1. Click “Start”
1. Click “All Programs”
1. Click on the “Autonomy” folder
1. Click “Connected BackupPC”
1. When the logon screen appears, click “Activate Now” 
1. When the startup wizard screen appears, enter your AUID into the space provided, and click "Finish"
1. If the backup does not begin automatically, click “Backup Now”
	1. Click “Applications”
1. Click “Iron Mountain”
1. Click “Connected Backup”
1. Click to open “Connected Backup”
1. When the logon screen appears, click “Activate Now” 
1. When the startup wizard screen appears, enter your AUID into the space provided, and click "Finish"
1. If the backup does not begin automatically, click “Backup Now”


IMPORTANT:  Before proceeding to action step 2, complete a full backup:
The MIP Connected Backup User Guide provides instructions for performing a backup: https://aces.ndc.nasa.gov/documents/MIP_Connected_Backup_User_Guide.pdf  
     Windows users: Review section 3.0.
     Macintosh users: Review section 8.0.
1. Download the DAR encryption software.  The DAR encryption software (Symantec PGP Desktop) needs to be received by your computer via the ACES HP Client Automation (HPCA) tool, also known as CAE.  You must perform a self-initiated, manual connect by following the instructions in the HPCA User Guide: https://aces.ndc.nasa.gov/documents/HPCAUserGuide.pdf 
     Windows users: Review section 3.1.
     Macintosh users: Review section 3.2.
1. Complete DAR enrollment.  Once your computer has received the Symantec PGP software to enable DAR encryption, you must enroll with the PGP Server to complete the encryption process:
1. Ensure your computer is connected to the NASA network.   Note: Wireless and/or Guest networks typically do NOT provide network connectivity to the PGP Server.
1. Upon reboot, the PGP Enrollment Wizard will appear automatically.  Note: This may take up to 5 minutes once you have logged in to the computer.
1. If the PGP Enrollment Wizard does not automatically appear within 5 minutes of logging in, you will need to open the PGP Desktop software. 
Windows users: Click “Start” > Click “PGP Desktop,” and proceed to step 3 below.
Macintosh users: Open Applications > Click “PGP.app,” and proceed to step 3 below.
1. Enter your NDC Domain Credentials (the same username and password you use to log in to your computer):
	Windows:
[image: Description: Description: Description: Symantec PGP Desktop enrollment prompt for PC]
	Macintosh:
[image: Description: Description: Description: Symantec PGP Desktop enrollment prompt for Mac]


1. During the initial DAR setup:
1. If prompted, select Reinitialize Account in the new key generation wizard.
1. Accept the defaults for any other PGP prompts.
1. If prompted for a password (passphrase), ALWAYS use the same NDC username and password you entered in step 3 above.
1. Only use “tab” and “arrow” keys to navigate the Pre-boot Authentication Screen (see below).

	New Login Process:
	Once encryption has begun, and each time you reboot your computer thereafter, your boot-up routine will be slightly different. The first screen that appears will be the PGP Desktop pre-boot authentication prompt:
	Windows:
	Macintosh:
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Note: PGP credentials will NOT update when your NDC credentials change.

	[bookmark: Schedule]Important Information about Passwords:
	Initially, your Symantec PGP password will be the same as the password you use to log into your computer.  When you change your NDC password (required every 60 days), you will also have to change your PGP password. To change your PGP password:
1. Open the PGP Desktop
1. Click “PGP Disks” on the left
1. Select your user account at the bottom of the screen
1. Select “Change Password” on the right
For complete details, refer to section 5 of the Symantec PGP Desktop Setup User Guide.
Per NASA policy, you are required to change your password every 60 days. 

	DAR Does Not Replace Entrust PKI:
	DAR does not take the place of Entrust PKI for encrypting individual files or for sending encrypted e-mail messages. E-mail messages sent from your laptop or desktop will be unencrypted unless you use Entrust to protect the message.  DAR is designed solely to protect against the loss or theft of your computer (i.e. a laptop stolen from a car or left in an airport lobby).

	Reminder about NASA Policy:
	Per the Agency directive on November 13, 2012, NASA-issued laptops CANNOT be removed from NASA facilities beginning December 21, 2012 unless the computer is fully protected by DAR encryption software.

	[bookmark: action]Learn More:
	1. HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html 
1. DAR Overview: http://itcd.hq.nasa.gov/DAR_Overview.pdf
1. Data-At-Rest (DAR) User Guide for NASA HQ:  http://www.hq.nasa.gov/office/itcd/secure/aces/DAR_User_Guide.pdf

	Support:
	Enterprise Service Desk (ESD):  
1. Web Site (submit ticket online): https://esd.nasa.gov
1. Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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