

	[image: ]

	To:
	All NASA HQ Personnel

	Subject:
	CRITICAL REMINDER: Data-At-Rest (DAR) Encryption Software
User Action is Required!

	[bookmark: _GoBack]What’s Happening:
	As mandated by Federal law and Agency policy, all NASA-issued computers must have Data-At-Rest (DAR) whole-disk encryption software, also known as Symantec PGP Desktop.
The Administrator and the Chief Information Officer (CIO) have directed that all Centers complete this activity by December 21, 2012, after which time no NASA-issued laptop without whole disk encryption software, whether or not they contain sensitive information, shall be removed from NASA facilities.
If you have a NASA-issued computer, it is IMPERATIVE that you ensure the DAR encryption software has been installed and enabled on your computer.  
	IMPORTANT:  If you are away from Headquarters and you have your laptop with you, you must bring it in to have the DAR encryption software installed by December 21.  Otherwise, you will be in violation of NASA policy.




	Action Required:
	To confirm that your computer has the Symantec PGP Desktop software, check for one of the following login screens.  
· Symantec PGP Pre-boot Authentication Prompt
Your computer is protected by DAR encryption if you are prompted to enter your AUID and password at the following screen each time you power on or restart your computer: 
	Windows:
[image: ]
	Macintosh:
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If you DO NOT To see the PGP Desktop login screen:
1. Contact the HITSS Customer Support team to get your name on the list for assistance:  358-0650 or csat@hq.nasa.gov;  AND
2. Notify your IT POC immediately of your status.
You will be contacted by a member of the IT team to assist you with completing the DAR encryption process.

	Reminder of Important  Agency Policy:
	On November 13, 2012, the Administrator and the Chief Information Officer (CIO) directed that no NASA-issued laptops containing sensitive information may be removed from a NASA facility unless DAR encryption software is enabled OR sensitive files are individually encrypted (using Entrust PKI).  This applies to laptops containing PII, International Traffic in Arms Regulations (ITAR) and Export Administration Regulations (EAR) data, procurement and human resources information, and other Sensitive But Unclassified (SBU) data. 

	[bookmark: action][bookmark: entrust][bookmark: learnmore]Learn More:
	· HQ DAR Overview:  http://itcd.hq.nasa.gov/secure/aces/DAR_Overview.pdf 
· HQ DAR FAQs:  http://itcd.hq.nasa.gov/secure/aces/FAQ_DAR_HQ.doc 
· HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html 

	[bookmark: support]Support:
	If necessary, a HITSS Customer Support Analyst (CSA) will assist you in submitting an ESD incident ticket.
HITSS Customer Support Team
Phone: 358-0650
Email:  csat@hq.nasa.gov

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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