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	To:
	Users scheduled to receive DAR encryption software

	Subject:
	Data-At-Rest (DAR) Encryption Software will be Installed: Week of August 20
User Action is Required!

	Date:
	[bookmark: _GoBack]Week of August 20, 2012

	What’s Happening:
	You are scheduled to receive the ACES DAR Whole Disk Encryption (WDE) software.  This notice is a reminder of the required actions and what to expect when the DAR encryption software, known as Symantec PGP Desktop, is installed on your computer via the HP Client Automation (HPCA), also known as CAE.  You must allow the software to install for it to be enabled on your computer.   
You are strongly encouraged to read this notice, which contains important information about the software installation and using your computer once installation is complete.  

	What to Expect:
	· The HPCA tool will prompt you to begin the automatic installation.   You will see a pop-up box indicating that your system is ready to receive the DAR installation software.  
· You will have the ability to delay the install process temporarily (for a time which is more convenient), but you are encouraged to activate the installation as soon as possible.
· Windows computers will be UNUSABLE during installation, which takes approximately 2 hours.  Macintosh computers will remain available for use, but will experience a significant slowdown in performance.
· The instructions contained in the DAR Installation Guide will walk you through the installation process and how to log-in to your computer once installation and set-up is complete.
	Note:  In some cases the DAR installation process may be triggered automatically, without displaying the HPCA prompts. If this occurs, follow the instructions in the DAR Installation Guide beginning with the “After DAR Setup” section.




	[bookmark: Schedule]Actions Required:
	1. Print Guide:  Print and review the DAR Installation Guide.
2. Activate Installation:  The HPCA tool will prompt you to begin the automatic installation.   You will see a pop-up box indicating that your system is ready to have the DAR installation software.  Are you ready?
NO:  You may delay the installation temporarily by DOING NOTHING – more specifically by NOT clicking “OK” or the red/white “X” in the upper right corner (Windows) or “Continue” (Macintosh). You may move the prompt window to the side and continue working. If you wish to delay the installation, DO NOT click on the red/white “X.”  The prompt will remain on your computer screen until you activate the installation.
YES:  To proceed with the DAR encryption software installation:
a. Be sure to save and close all open files prior to clicking OK.
b. As soon as you click “OK” or the red/white “X” in the upper right corner (Windows users), or “Continue” (Macintosh users), the install will begin running a health check on your hard drive. 
· Windows computers will be unavailable for up to 2 hours while system tests are performed.
· Macintosh computers will remain available while the system tests run in the background, but performance will be slow.
3. DAR Setup:  Follow the steps in the Installation Guide.

	Important Information about Passwords:
	Initially, your Symantec PGP password will be the same as the password you use to log into your computer.  When you change your NDC password (required every 60 days), you will also have to change your PGP password. To change your PGP password, refer to “About Passwords” section of the DAR Installation Guide.

	DAR Does Not Replace Entrust PKI:
	DAR does not take the place of Entrust PKI for encrypting individual files or for sending encrypted e-mail messages. E-mail messages sent from your laptop or desktop will be unencrypted unless you use Entrust to protect the message.  DAR is designed solely to protect against the loss or theft of your computer (i.e. a laptop stolen from a car or left in an airport lobby).

	[bookmark: action]Learn More:
	· HQ DAR Project Web page: http://itcd.hq.nasa.gov/DAR.html 
· Data-At-Rest (DAR) Installation Guide: http://itcd.hq.nasa.gov/secure/aces/DAR_Auto_Installation_Guide.pdf 
· Symantec PGP Setup User Guide:
https://aces.ndc.nasa.gov/documents/SymantecPGPSetupUserGuide.pdf

	Questions:
	For questions regarding the DAR installation and full disk encryption, contact the Agency DAR team at dar@lists.nasa.gov. 

	Support:
	Enterprise Service Desk (ESD):  
· Web Site (submit a ticket online): https://esd.nasa.gov
· E-mail:  nasa-esd@mail.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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