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	To:
	NASA HQ Managers and Supervisors

	Subject:
	Critical Notice to Supervisors Regarding Updates to Smartcard Certificates
Action required!

	What’s Happening:
	You have been identified as someone who may supervise personnel with expired Smartcard certificate(s), and are requested to take action to ensure that the affected personnel update their certificate.
Users who need to update their Smartcard certificate receive automatically-generated e-mails indicating that a Smartcard certificate update is required soon.  Reminder notices are sent 45, 30, 15, 5, 4, 3, 2, and 1 day(s) before the expiration date of the current Smartcard certificate. Despite repeated timely e-mail reminders, many users have ignored these notices and have not updated their Smartcard certificate.  

	Action Required by Managers and Supervisors:
	1. Identify those personnel you supervise with expired certificates, and make sure they update their certificate as soon as possible.  A list of users who currently have expired certificates (as of April 25August 1, 2011) is provided below.  Procedures for updating certificates can also be found below.
2. Assure that all employees you supervise update their Smartcard certificate before the expiration date.  In the future, you will receive a notice with a list of users whose certificates will be expiring.

	Why This is Important:
	· The number of persons carrying Smartcards with expired certificates at NASA HQ is growing.  Smartcards contain an authentication certificate that can be used for physical and IT access.  This authentication certificate expires before the badge expiration date (indicated on the front of the card).  It is imperative that all employees update their Smartcard authentication certificate before it expires, to be in compliance with the Federal PKI Common Policy.

· Federal Information Processing Standard (FIPS) 201-1 states that a Smartcard with an expired authentication certificate is not a valid PIV Smartcard.  Updating the Smartcard authentication certificate is not an optional procedure.

· There is a heavy penalty if NASA does not keep Smartcard certificates up-to-date.  NASA will be undergoing an audit by the Federal Government which will enable the agency to continue to be accredited to issue its own Smartcards.  If NASA does not pass the upcoming assessment, it could result in the agency no longer having the authority to issue its own Smartcards.  NASA would then be required to procure Smartcards from another Federal facility, at an estimated additional cost of over $10M.
· Smartcard use will soon be required for system logon.  While users can now either use their password or their Smartcard to log-in to NASA HQ computers and many Web applications, in the future, the Smartcard will be the only log-on option.  Users need to be aware of not only the uses of their Smartcard, but also the implications of not updating their certificate.

	Background Information About Smartcards:
	NASA security badges have an embedded chip, making it a “Smartcard.” Your smartcard can have a maximum lifetime of 5 years.  The Smartcard contains a digital certificate, which is used for logical access to systems and applications, has a maximum lifetime of 3 years.  As a result, the certificate needs to be updated at least once during the lifetime of a typical Smartcard.
If the Smartcard update procedure is not performed by the expiration date indicated in the automatically-generated e-mail, the user will not be able to use their Smartcard badge to login to NASA HQ computers or Web applications that are configured for Smartcard-only login.   

	[bookmark: Procedure]Procedures for Updating Smartcard Certificates: 
	Users whose Smartcard certificate has already expired must update their card through the NASA HQ Badging Office.  Once the certificate expires, performing the update on the desktop computer is no longer an option.
For users whose Smartcard certificate is still valid, but needs to be updated, two options are available for users to perform the update:
1. Perform the update on a Windows computer (this option is only available to Windows users at this time.)  See the Smartcard Certificate Update User Guide (accessible to NASA only) for step-by-step instructions.   For best results, log-in to your computer using your Smartcard before attempting this update. NOTE:  You must know your Smartcard PIN to complete this process.  If you do not know your PIN, visit the NASA HQ Badging Office to have it reset.
2. Update through the NASA HQ Badging Office.  (Macintosh users should use option 2.)  
The NASA HQ Badging Office is located inside the HQ Security Office (Suite 1V63) in Room 1U66.  The hours for walk-in customer service are Tuesday through Friday, 8:30 - 11:30 a.m.

	Additional Information:
	The Inside NASA HQ Smartcard web page contains useful information regarding Smartcards, and includes links for several documents, including the Smartcard User Guide and Smartcard Frequently Asked Questions (FAQs). 

	Support:
	IT Help Desk:  Call 358-HELP (4357) or 1-866-4NASAHQ (462-7247) or 
send an e-mail.

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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[bookmark: Expired]Below is a list of users who have not updated their Smartcard authentication certificate, as of April 25August 1, 2011.  If the user has already updated their Smartcard, they should disregard the notice.  

	Org Code
	Name

	BA000
	Guerra, Lisa Ann

	BA000
	Mcalister, Philip R

	BC000
	Camp, Gloria D

	BK000
	Grant, Helen L

	BK000
	Timm, Marc G

	BL000
	Chiaramonte, Francis P

	CG000
	Alexander, Anthony Millard

	CG000
	Harper, Crystal R

	CG000
	Otero, Angel M

	CH000
	Carson, Latasha M

	CH000
	Martin, Winifred L

	CH000
	Mumford, Altonell L

	DA000
	Leamon, Robert J

	DG000
	De Paula, Ramon P

	DG000
	Dudzinski, Leonard A

	DG000
	Niebur, Curt S

	DJ000
	Fisher, Richard R

	DK000
	Kakar, Ramesh K

	DL000
	Jenne, Stephen W

	DM000
	Netting, Ruth A

	EA000
	Pearce, Robert A

	IA000
	Lantzy, Jared C

	IM010
	Smith, Bertha R

	IM020
	Tremper, Nadine J

	IM040
	Petersen, Frank E

	IN020
	Campbell, Erin L

	JA000
	Holmes, Charles P

	JF000
	Gomes, Joseph A

	JF000
	Loreto, James Anthony

	KA000
	Sorrels, Carrie L

	KF000
	Maturo, Anthony J

	LA010
	Mullins, Albert T

	LD040
	Napier, Erica D

	LE040
	Datta, Jane C

	LM000
	Tripp, Debra J

	LM020
	Butler, Christopher L

	LM020
	Lewinski, Brett T

	LM021
	Paul, Carl F

	LM032
	Pettit, John L

	LM042
	Sykes, Laurie A

	LM052
	Krat, Ruth 

	LP012
	Edmond, Jerry P

	LP012
	Manning, Monica Y

	LP013
	Moses, Donald L

	LP030
	Miller, Lisha A

	MB000
	Batkin, Mark R

	MD000
	Bakos, Alexander T

	MD000
	Moss, Rhonda R

	NA000
	Carbajal, Michael D

	NH000
	Clary, Tawana M

	TA000
	Kirkham, Gilbert R

	TA000
	Tilman, Justin E

	TE000
	Bowie, Monica T

	TF000
	Bress, Kent G

	TG000
	Ballard, Stephen E

	TG000
	Blackerby, Christopher C

	TH000
	Hackley, Lisa M

	UA000
	Yadvish, John R

	VA030
	Forehand, Alvin L

	WBF76
	Brant, Michael T

	WBT72
	Martinez, Melissa Pena

	WIO22
	Zielinski, Mark J

	WRH10
	Noell, Edwin A

	YA000
	Spotts, Barbara Lee

	YA020
	Moore, Aisha K

	Name
	Org ID
	Certificate Expiration Date

	Crockett, Lisa H
	114.0
	03/05/11

	Shea, Rose M
	114.0
	03/05/11

	Henson, Brandy Lee-Nguyen
	BI000
	07/18/11

	Alexander, Anthony Millard
	CG000
	11/30/10

	Saiyed, Naseem Ul-Hassan
	CG000
	05/05/11

	Hubble, Jennifer M
	CI000
	06/05/11

	Dudzinski, Leonard A
	DG000
	03/10/11

	Ocampo, Adriana C
	DG000
	05/12/11

	Harnden, Frank R
	DH000
	07/03/11

	Brown, Shelia S
	DJ000
	07/26/11

	Fisher, Richard R
	DJ000
	03/10/11

	Kessel, Ramona L
	DJ000
	05/12/11

	Bontempi, Paula S
	DK000
	07/25/11

	Friedl, Lawrence A
	DK000
	07/24/11

	Darbouze, David 
	DL000
	05/12/11

	Barnes, Angela D
	ED000
	07/25/11

	Hunt, Charles D
	FC000
	07/29/11

	Caffall, Dale S
	GA000
	06/24/11

	Knowles, Carolyn E
	HA000
	05/28/11

	Spence, Camelia L
	IM010
	06/19/11

	Campbell, Erin L
	IN010
	04/02/11

	Holmes, Charles P
	JA000
	03/14/11

	Loreto, James Anthony
	JF000
	10/28/10

	Lagda, Renato N
	LD080
	07/23/11

	Davis, Karen 
	LM000
	06/19/11

	Shapiro, Lee R
	LM030
	07/29/11

	Carbajal, Michael D
	NA000
	12/31/10

	Peterson, Christine M
	NH000
	05/12/11

	Stovall-Alexander, Sheree 
	NH000
	06/06/11

	Bell, Daniel P
	RA000
	07/25/11

	Kirkham, Gilbert R
	TA000
	03/19/11

	Jones, Brenda M
	TF000
	05/01/11

	Green, Garris M
	UA000
	07/23/11

	James, Bonnie F
	UA000
	07/28/11

	Yadvish, John R
	UA000
	03/05/11

	Comstock, Douglas A
	UA020
	07/30/11

	Graham, Donna Givens
	VA000
	05/01/11

	Brant, Michael T
	WBF76
	03/26/11

	Olson, Christian L
	WIC55
	07/21/11

	Wong, Caroline 
	WIC55
	07/16/11

	Mazzella, Philip C
	WIF76
	05/28/11

	Winters, Kevin H
	WIH10
	07/24/11

	Strohbehn, Karl 
	WIO22
	05/30/11

	Zielinski, Mark J
	WIO22
	03/06/11

	Clevenger, Steven M
	WRH10
	05/02/11

	Noell, Edwin A
	WRH10
	03/13/11
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