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	To:
	NASA SecurID Token Users

	Subject:
	CORRECTION: Changes to RSA SecurID Token Security Procedures    

	Date / Time:
	Thursday, July 28, 2011 

	CORRECTION:
	The NASA Security Operations Center (SOC) telephone number has been corrected, and the local number has been added to the bottom of this notice.

	What is Happening:
	RSA recently reported security breaches involving SecurID tokens. RSA reports no compromise of information relevant to NASA.  However, NASA has accepted RSA’s offer to replace all tokens across the Agency.  This will occur within the next few months. In the meantime, NASA has decided to implement additional security measures within our RSA SecurID token infrastructure.

	What to Expect:
	Effective July 28, 2011 at 11 p.m. EDT, you will begin to receive an automated e-mail notification each time you use your RSA SecurID token to login to a NASA application or service (i.e., Virtual Private Network). The message will specify the date and time you logged in using your token. 
NOTE: This is a temporary safeguard which will remain in place until the RSA SecurID tokens are replaced across the Agency, currently scheduled for late August/September 2011 time frame.

	Report Suspicious Activity:
	If you receive an automated message and did not initiate the login activity, or you receive more than one message per login activity, call the NASA Security Operations Center (SOC) immediately at 1-877-NASA-SEC (627-2732), or 650-604-6040 to report this as a security incident.

	Support:
	NASA Security Operations Center (SOC): 1-877-NASA-SEC (627-2732) or 650-604-6040.
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