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	To:
	NASA HQ IT POCs
Please distribute to users of Windows computers in your organization

	Subject:
	Expedited Deployment of Windows Security Patch
Action Recommended  

	Date:
	Beginning TODAY, Thursday, March 15, 2012

	What’s Happening:
	[bookmark: _GoBack]The following expedited patch is currently being deployed NASA-wide to all Windows computers, including HQ's "no push" list due to the severity of the issue:
	Security Bulletin
	Description
	Rating
	Action
	Affected System(s)

	MS12-020
	Vulnerabilities in Remote Desktop Could Allow Remote Code Execution (2671387)
	Critical
	Reboot required
	Microsoft Windows




	Recommended Action:
	Upon receipt of this expedited patch, a system reboot will be required.  Click "OK" or "Restart now" when you are prompted to reboot.
Users must be connected to the HQ network or HQ VPN to receive the expedited patch.  If you are away from HQ, connect to the Virtual Private Network (VPN) and remain connected until you are prompted to reboot.  You may continue to work as usual while you wait to receive the patch. 

	Benefits:
	This critical patch corrects a very high risk vulnerability in the Windows operating system. The vulnerability could allow the installation and execution of malicious programs on NASA computers. 
Refer to ACES Patch Management for additional information.

	Support:
	Enterprise Service Desk (ESD):  
1. Web Site: https://esd.nasa.gov 
1. E-mail: nasa-esd@mail.nasa.gov  
1. Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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