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	To:
	NASA HQ IT POCs who have personnel with expired Smartcard certificate(s)

	Subject:
	Critical Notice to IT POCs Regarding Updates to Smartcard Certificates
Action required!

	What’s Happening:
	You have been identified as an HQ IT POC who may have personnel with expired Smartcard certificate(s). 
Users who need to update their Smartcard certificate receive automatically-generated e-mails indicating that a Smartcard certificate update is required soon.  Reminder notices are sent 45, 30, 15, 5, 4, 3, 2, and 1 day(s) before the expiration date of the current Smartcard certificate. Despite repeated timely e-mail reminders, many users have ignored these notices and have not updated their Smartcard certificate.  
Previously, these requests for assistance were sent to all supervisors; however, we are taking a different approach in hope that you can better assist with this project.

	Action Required:
	1. Identify those personnel in your organization with expired certificates, and make sure they update their certificate as soon as possible.  A list of users who currently have expired certificates (as of February 13, 2012) is provided below.  Procedures for updating certificates can also be found below.
1. Remind employees in your organization to update their Smartcard certificate before the expiration date.  In the future, you will receive a notice with a list of users whose certificates will be expiring.

	Why This is Important:
	1. The number of persons carrying Smartcards with expired certificates at NASA HQ is growing.  Smartcards contain an authentication certificate that can be used for physical and IT access.  This authentication certificate expires before the badge expiration date (indicated on the front of the card).  It is imperative that all employees update their Smartcard authentication certificate before it expires, to be in compliance with the Federal PKI Common Policy.
1. Federal Information Processing Standard (FIPS) 201-1 states that a Smartcard with an expired authentication certificate is not a valid PIV Smartcard.  Updating the Smartcard authentication certificate is not an optional procedure.
1. There is a heavy penalty if NASA does not keep Smartcard certificates up-to-date.  NASA will be undergoing an audit by the Federal Government which will enable the agency to continue to be accredited to issue its own Smartcards.  If NASA does not pass the upcoming assessment, it could result in the agency no longer having the authority to issue its own Smartcards.  NASA would then be required to procure Smartcards from another Federal facility, at an estimated additional cost of over $10M.
1. Smartcard use will soon be required for system logon.  While users can now either use their password or their Smartcard to log-in to NASA HQ computers and many Web applications, in the future, the Smartcard will be the only log-on option.  Users need to be aware of not only the uses of their Smartcard, but also the implications of not updating their certificate.

	Background Information About Smartcards:
	NASA security badges have an embedded chip, making it a “Smartcard.” Your smartcard can have a maximum lifetime of 5 years.  The Smartcard contains a digital certificate, which is used for logical access to systems and applications, has a maximum lifetime of 3 years.  As a result, the certificate needs to be updated at least once during the lifetime of a typical Smartcard.
If the Smartcard update procedure is not performed by the expiration date indicated in the automatically-generated e-mail, the user will not be able to use their Smartcard badge to login to NASA HQ computers or Web applications that are configured for Smartcard-only login.   

	[bookmark: Procedure]Procedures for Updating Smartcard Certificates: 
	Users whose Smartcard certificate has already expired must update their card through the NASA HQ Badging Office.  Once the certificate expires, performing the update on the desktop computer is no longer an option.
For users whose Smartcard certificate is still valid, but needs to be updated, two options are available for users to perform the update:
1. Perform the update on a Windows computer (this option is only available to Windows users at this time.)  See the Smartcard Certificate Update User Guide (accessible to NASA only) for step-by-step instructions.   For best results, log-in to your computer using your Smartcard before attempting this update. NOTE:  You must know your Smartcard PIN to complete this process.  If you do not know your PIN, visit the NASA HQ Badging Office to have it reset.
1. Update through the NASA HQ Badging Office.  (Macintosh users should use option 2.)  
The NASA HQ Badging Office is located inside the HQ Security Office (Suite 1V63) in Room 1U66.  The hours for walk-in customer service are Tuesday through Friday, 8:30 - 11:30 a.m.

	Additional Information:
	The Inside NASA HQ Smartcard web page contains useful information regarding Smartcards, and includes links for several documents, including the Smartcard User Guide and Smartcard Frequently Asked Questions (FAQs). 

	Support:
	Enterprise Service Desk (ESD):  
1. Web Site: https://esd.nssc.nasa.gov
1. E-Mail: nasa-esd@mail.nasa.gov
1. Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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[bookmark: Expired]Below is a list of users who have not updated their Smartcard authentication certificate, as of 
February 13, 2012.  If the user has already updated their Smartcard, they should disregard the
notice.  

(List removed for Web posting purposes)
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