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	To:
	NASA HQ users whose SecurID token still requires replacement

	Subject:
	[bookmark: _GoBack]Your SecurID Token Will Be Disabled – February 7 (Final Notice)
User Action Required!

	What is Happening:
	You have been identified as a user who has not yet exchanged their token and/or changed their SecurID token PIN to be compliant with new security requirements. Previous notices have been sent regarding this token exchange and policy change. This is your final reminder.
If you no longer need your token, contact the Enterprise Service Desk (ESD) to make arrangements to turn it in.

	Action:
	Effective Tuesday, February 7, your SecurID token will no longer be functional.  To prevent your token from being disabled, follow these steps:
Step 1)  Change your PIN before February 7 (see instructions below).
If you change your PIN before February 7, your token will remain active. 
If you do not change your PIN or your PIN does not meet the new security requirements on February 7, and you attempt to access an application or service with your token:
· You may receive an error message
· If you login to SNA or VPN, you will be prompted to change your PIN before gaining access.
Step 2)   Exchange Your Token.  Even if you change your PIN, you must still exchange your token to complete this action. 
To exchange your token, visit the User Resource Center (URC) in Room CX42, 8 a.m. and 4 p.m.  For questions regarding token exchanges, send an e-mail to csat@hq.nasa.gov or call 358-0650.
NOTE:  If you no longer need your token, contact the Enterprise Service Desk (ESD) to make arrangements to turn it in.

	New Security Requirements:
	[bookmark: security]New security requirements for RSA SecurID tokens (enacted October 2011):
· SecurID token PINs must contain exactly 8 alpha-numeric characters (at least one number and one letter)
· SecurID token PINs must not include special characters (e.g., @, $, %, ! etc.)
· SecurID token PINs are not case sensitive
· Tokens will be disabled after 5 incorrect PIN attempts

	[bookmark: change_pin]Procedure for changing your SecurID Token PIN:
	To change your SecurID token PIN, complete the following steps:
1. Go to https://agencytokens.nasa.gov/
2. In the User ID field, enter your NASA Agency User ID (AUID).
3. In the Passcode: field, enter your existing PIN + the 6-digit number displayed on your SecurID token.  (Always wait for the next set of 6-digit numbers to change before entering; never enter the same token code twice.)
4. Click Log In – do not hit Enter.
5. Choose a new eight character PIN, which consists of both letters and numbers, but does not include special characters (e.g., @, $, %, ! etc.).  It must contain at least one number and one letter.  
6. In both the New PIN: and Confirm New PIN: fields, enter the new eight-digit alpha-numeric SecurID PIN.
7. Click OK – do not hit Enter.
A verification screen appears confirming that your new PIN is accepted.
8. In the Passcode field, enter your newly created PIN + the next 6-digit number to display on your token, with no spaces in between them
9. Click Log In – do not hit Enter.
· A brief message appears saying, “Authentication Successful.”
· If you encounter a “Page could not be displayed” message, this is OK.  Your new PIN is set. Your token is ready to be used.
· A warning message appears.  
10. Test the success of your PIN by either logging in to the warning message screen, or by logging in to Secure Nomadic Access (SNA).

	Why This is Important:
	It is important for employees to have an active SecurID token for several reasons:
· Teleworking (including while on travel or during inclement weather).
· Completing timesheets in WebTADS from outside Headquarters.
· Use of the Virtual Private Network (VPN), Secure Nomadic Access (SNA), and the HQ Wireless network.
· Many HQ and Agency applications now require an active SecurID token for access to the applications.

	Support:
	[bookmark: esd]Enterprise Service Desk (ESD):  
· Web Site: https://esd.nasa.gov
· E-Mail: nasa-esd@mail.nasa.gov
· Phone: 358-HELP (4357) or 1-866-4NASAHQ (462-7247)

	This notice was sent by the HQ Information Technology & Communications Division (ITCD).
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