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[bookmark: _Toc295912658]About This Guide
[image: C:\Users\sajohns9\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\JB2ZRNZM\MP900401067[1].jpg]This guide has been developed to assist you in keeping your home computer and home computer network secure.  IT security is a growing topic that applies to both work and home environments.  Everyone with a computer and an Internet connection is at risk for a wide array of Internet threats.  During the “Dial-Up Era,” home systems were smaller targets for attackers because they were only sporadically connected to the Internet.  With the emergence of home broadband (cable modem, DSL, wireless), users have more powerful connections and are connecting for much longer periods of time.  As a result, the risks have increased.  However, there are things you can easily do to help secure your computer and prevent such attacks. 
This guide provides a summary of best practices and other security tips.  It is by no means a complete reference.  However, there are many computer and network security resources available online and in bookstores to give you additional insight on this subject.  It is impossible to present technical information on every piece of computer and networking gear available today, so refer to your Internet Service Provider (ISP), which provides your Internet service at home, and the manufacturer of your electronic equipment (e.g. computer, cable modem, router, wireless access point) for additional support and guidance on this subject.  Additionally, we have provided resources on page 22 for more information.
[bookmark: _Toc295912659]How This Guide is Arranged
The first part of this guide covers computer security threats you may encounter.  Following this, you will find best practices for maintaining a secure home network and having a safe online experience at home. 
  

[bookmark: _Toc295912660]Computer Security Threats You May Encounter
Many computer threats are simply referred to as “viruses,” but there are many specific types of threats you may encounter as a computer user.  These include malware, spyware, e-mail scams, and phishing threats.
[bookmark: _Malware][bookmark: _Ref295909060][bookmark: _Toc295912661]Malware
[image: ]Malware, short for "malicious software," includes viruses and spyware to steal personal information, send spam, and commit fraud. Criminals create appealing Web sites, desirable downloads, and compelling stories to lure you to links that will download malware – especially on computers that don't use adequate security software. However, you can minimize the havoc that malware can wreak and reclaim your computer and electronic information.
 (
More “Safe Browsing” Tips
There are many Web sites on the Internet attempt to steal your information by downloading malicious software in the background, fooling you into entering private information into fake Web sites. 
To protect 
yourself
: 
Install a Internet Security Suite that scans attachments and your syste
m
Ensure “secure” sites use HTTPS and have the SSL 
padlock icon
 at the bottom of the page
Do not open suspicious error dialogs from within in the browser or accept free deals
Disable use of remembering passwords for sites
Disable use of remembering what you entered in forms
 (“
autofill
” feature)
Always clear your private data when you close your browser
Block pop-ups
Set Internet zone security level
)If you suspect malware is on your computer:
Close your active browser windows.
Stop shopping, banking, and other online activities that involve user names, passwords, or other sensitive information.
Confirm that your security software is active and current. At a minimum, your computer should have anti-virus and anti-spyware software, and a firewall.
Once your security software is up-to-date, run it to scan your computer for viruses and spyware, deleting anything the program identifies as a problem.
If you suspect your computer is still infected, you may want to run a second anti-virus or anti-spyware program – or call in professional help.
Once your computer is back up and running, think about how malware could have been downloaded to your machine, and what you could do to avoid it in the future.
Ways to minimize the chances of a malware download:
Don't click on a link in an e-mail or open an attachment unless you know who sent it and what it is. Links in e-mail can send you to sites that automatically download malware to your machine. Opening attachments – even those that appear to come from a friend or co-worker – also can install malware on your computer.
Download and install software only from Web sites you know and trust. Downloading free games, file-sharing programs, and customized toolbars may sound appealing, but free software can come with malware.
Talk about safe computing. Tell your kids that some online activity can put a computer at risk: clicking on pop-ups, downloading "free" games or programs, or posting personal information.
[bookmark: _Spyware_1][bookmark: _Ref295909094][bookmark: _Toc295912662]

[bookmark: _Ref298397489]Spyware 
[image: ]Spyware is software installed on your computer without your consent to monitor or control your computer use. Clues that spyware is on a computer may include a barrage of pop-ups, a browser that takes you to sites you don't want, unexpected toolbars or icons on your computer screen, keys that don't work, random error messages, and sluggish performance when opening programs or saving files. In some cases, there may be no symptoms at all. 
To lower your risk of spyware infections:
Update your operating system and Web browser software, and set your browser security high enough to detect unauthorized downloads.
Use anti-virus and anti-spyware software, as well as a firewall, and update them all regularly.
Download free software only from sites you know and trust. Enticing free software downloads frequently bundle other software, including spyware.
Don't click on links inside pop-ups.
Don't click on links in spam or pop-ups that claim to offer anti-spyware software; you may unintentionally be installing spyware.
Some examples of spyware and how they infect a computer:
· “CoolWebSearch” is a group of programs which takes advantage of Internet Explorer vulnerabilities. The package directs traffic to advertisements on Web sites including coolwebsearch.com. It displays pop-up ads and rewrites search engine results.
· “HuntBar,” also known as “WinTools,” or “Adware.Websearch,” is an example of how spyware can install more spyware.  These programs add toolbars to Internet Explorer, track aggregate browsing behavior, redirect affiliate references, and display advertisements.
[bookmark: _Toc295912663]E-mail Scams
[image: ]Some e-mail users have lost money to bogus offers that arrived as spam in their in-box. Con artists are very cunning; they know how to make their claims seem legitimate. Some spam messages ask for your business, others invite you to a Web site with a detailed pitch. Either way, these tips can help you avoid spam scams:
Protect your personal information. Share credit card or other personal information only when you're buying from a company you know and trust.
Know who you're dealing with. Don't do business with any company that won't provide its name, street address, and telephone number.
Take your time. Resist any urge to "act now" despite the offer and the terms. Once you turn over your money, you may never get it back. 
Read the small print. Get all promises in writing and review them carefully before you make a payment or sign a contract.
Never pay for a "free" gift. Disregard any offer that asks you to pay for a gift or prize. If it's free or a gift, you shouldn't have to pay for it. Free means free.
Some examples of e-mail scams:
“Advance-fee fraud,” also known as the “Nigerian Letter” is a confidence trick in which the target is persuaded to advance sums of money in the hope of realizing a significantly larger gain.  The victim is promised a significant amount of money if they assist the scammer to retrieve some sort of protected asset or bank account.
“Secret Shopper” fraudulent scam: The intended victim is solicited via e-mail to work as a “Secret Shopper.”  The victim is sent a counterfeit check along with instructions and forms for work as a secret shopper.  Later, there are instructions for the victim to complete a significant wire transfer, with a request to rate the experience. The counterfeit check is cashed at the unsuspecting victim's financial institution in order to accomplish the listed tasks.
[bookmark: _Toc295912664][image: ]Phishing
Phishing is a scam where Internet fraudsters send spam or pop-up messages to lure personal and financial information from unsuspecting victims. To avoid getting hooked:
Don't reply to e-mail or pop-up messages that ask for personal or financial information, and don't click on links in the message. Don't cut and paste a link from the message into your Web browser — phishers can make links look like they go one place, but that actually send you to a different site. 
Don't respond if you get a message (whether by e-mail, text, pop-up or phone) that asks you to call a phone number to update your account or give your personal information to access a refund. Because they use Voice over Internet Protocol (VoIP) technology, the area code you call does not reflect where the scammers really are.  If you need to reach an organization with which you do business, call the number on your financial statement, or use a telephone directory.
Use anti-virus and anti-spyware software, as well as a firewall, and update them all regularly.  (See “Anti-Virus Software,” “Anti-Spyware Software” and “Firewalls” on page 10 for additional information.)
Don't e-mail personal or financial information.
Review credit card and bank account statements as soon as you receive them to check for unauthorized charges.
Be cautious about opening any attachment or downloading any files from e-mails you receive, regardless of who sent them.
Forward phishing e-mails to spam@uce.gov– and to the company, bank, or organization impersonated in the phishing e-mail. You also may report phishing e-mail to reportphishing@antiphishing.org. The Anti-Phishing Working Group, a consortium of ISPs, security vendors, financial institutions and law enforcement agencies, uses these reports to fight phishing.
If you've been scammed, visit the Federal Trade Commission's Identity Theft Web site at http://www.ftc.gov/idtheft. 
Examples of phishing:
You may receive an e-mail message that appears to be from your financial institution asking you to confirm your account information, or your account will be locked.  The e-mail looks authentic, but there is a link to a phony Web site that directs you to input your personal information.
Misspelled URLs and Subdomains are common tricks used by phishers. In the following example URL, http://www.yourbank.example.com/, it appears as though the URL will take you to the example section of the yourbank Web site; actually this URL points to the "yourbank" (i.e. phishing) section of the example Web site.
[bookmark: _Toc295912665][image: ]Best Practices for Computer Security 
Access to information, credit and financial services, entertainment products from every corner of the world — even to your work — is greater than ever. Thanks to the Internet, you can play a friendly game with an opponent across the ocean; review and rate videos, songs, or clothes; get expert advice in an instant; or collaborate with far-flung co-workers in a "virtual" office.
However, the Internet — and the anonymity it affords — also can give online scammers, hackers, and identity thieves access to your computer, personal information, finances, and more.
With awareness as your safety net, you can minimize the chance of an Internet mishap. Being on guard online helps you protect your information, your computer, and your money. To be safer and more secure online, make these practices part of your online routine.
[bookmark: _Toc295912666]Protect Your Passwords
[image: C:\Users\sajohns9\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\JPTETGKS\MP900390550[1].jpg]Keep your passwords in a secure place, and out of plain sight. Don't share them on the Internet, over e-mail, or on the phone. Your Internet Service Provider (ISP) should never ask for your password.
The best method of storing passwords at NASA is by encrypting your passwords in a file using Entrust.  For home passwords, use a FIPS 140-2 compliant password manager from a reputable company.  (Additional information on FIPS 140-2 is available online at http://en.wikipedia.org/wiki/FIPS_140-2)
Whenever entering a password on a Web page, be sure that the page is secure (see “How to Identify an Encrypted Web site” on page 19 for details).  The web address should start with “https” (s is for “secure”) and the padlock icon is shown on the web browser.
In addition, hackers may try to figure out your passwords to gain access to your computer. To make it tougher for them:
Use passwords that have at least eight characters and include numbers or symbols. The longer the password, the tougher it is to crack. A strong password contains 12 characters, includes at least one special character (e.g. !, @, #, $) and at least one character from each of the other three character sets: uppercase, lowercase, numerals.
Avoid common words: some hackers use programs that can try every word in the dictionary.
Don't use your personal information, your login name, or adjacent keys on the keyboard as passwords.
Change your passwords regularly (at a minimum, every 90 days).
Don’t use blank passwords.
Don’t use a single password for multiple accounts.  Re-using a password for multiple accounts can be risky; if one account is compromised, others are in jeopardy as well.  For best results, choose a different password for each account you access.
Additional Resources:
Learning about strong passwords (advice from Microsoft): http://www.microsoft.com/security/online-privacy/passwords-create.aspx
Microsoft Password Checker: http://www.microsoft.com/protect/yourself/password/checker.mspx
[bookmark: _Toc295912667]Protect Your Personal Information: It's Valuable
To an identity thief, your personal information can provide instant access to your financial accounts, your credit record, and other assets. If you think no one would be interested in YOUR personal information, think again. ANYONE can be a victim of identity theft. In fact, according to the Federal Trade Commission, millions of people become victims every year. Visit http://ftc.gov/idtheft to learn what to do if your identity is stolen or your personal or financial information has been compromised – online or in the "real" world.
How do criminals get your personal information online? One way is by lying about who they are, to convince you to share your account numbers, passwords, and other information so they can get your money or buy things in your name. The scam is called "phishing": criminals send e-mail, text, or pop-up messages that appear to come from your bank, a government agency, an online seller or another organization with which you do business. The message asks you to click to a Web site or call a phone number to update your account information or claim a prize or benefit. It might suggest something bad will happen if you don't respond quickly with your personal information. In reality, legitimate businesses should never use e-mail, pop-ups, or text messages to ask for your personal information.
Identity thieves have stolen personal information from many people at once, by hacking into large databases managed by businesses or government agencies. While you can't enjoy the benefits of the Internet without sharing some personal information, you can take steps to share only with organizations you know and trust. Don't give out your personal information unless you first find out how it's going to be used and how it will be protected.
If you are shopping online, don't provide your personal or financial information through a company's Web site until you have checked for indicators that the site is secure, like a lock icon on the browser's status bar or a Web site URL that begins "https:" (the "s" stands for "secure"). Unfortunately, no indicator is foolproof; some scammers have forged security icons. And some hackers have managed to breach sites that took appropriate security precautions.
Read Web site privacy policies. They should explain what personal information the Web site collects, how the information is used, and whether it is provided to third parties. The privacy policy also should tell you whether you have the right to see what information the Web site has about you and what security measures the company takes to protect your information. If you don't see a privacy policy — or if you can't understand it — consider doing business elsewhere.
[bookmark: _Toc295912668]Know Who You're Dealing With.
Know who you’re dealing with, and what you're getting into. There are dishonest people in the bricks and mortar world and on the Internet. However, online, you can't judge an operator's trustworthiness with a gut-affirming look in the eye. It's remarkably simple for online scammers to impersonate a legitimate business, so you need to know who you're dealing with. If you're thinking about shopping on a site with which you're not familiar, do some independent research before you buy.
If it's your first time on an unfamiliar site, call the seller's phone number, so you know you can reach them if you need to. If you can't find a working phone number, take your business elsewhere.
Type the site's name into a search engine: If you find unfavorable reviews posted, you may be better off doing business with a different seller.
Consider using a software toolbar that rates Web sites (concerning their reputation for security) and warns you if a site has received unfavorable reports from experts and other Internet users. Some reputable companies provide free tools that may alert you if a Web site is a known phishing site or is used to distribute spyware.


[bookmark: _Use_Security_Software][bookmark: _Ref295912449][bookmark: _Toc295912669]Use Security Software and Ensure That it Updates Automatically
Keep your security software active and current: at a minimum, your computer should have anti-virus and anti-spyware software, and a firewall. You can buy stand-alone programs for each element or a “security suite” that includes these programs from a variety of sources, including commercial vendors or from your Internet Service Provider.  Security software that comes pre-installed on a computer generally works for a short time unless you pay a subscription fee to keep it in effect. In any case, security software protects against the newest threats only if it is up-to-date. That's why it is critical to set your security software to update automatically.
Most Internet security vendors offer security suites (recommended!), which include anti-virus, anti-spyware, anti-spam, IM (instant messaging) security and firewall software. The benefits of purchasing a “suite” are cost savings, single-vendor and good tool integration.  Security suite software which can provide enhanced protection is commercially available, either in stores or online.  While NASA cannot endorse specific products, anti-virus and security suite software is available from vendors such as Avast (http://www.avast.com), Kaspersky (http://www.kaspersky.com), Norton (http://www.norton.com), McAfee (http://www.mcafee.com), and Symantec (http://www.symantec.com).
Some scam artists distribute malware disguised as anti-spyware software. Resist buying software in response to unexpected pop-up messages or e-mails, especially ads that claim to have scanned your computer and detected malware. That's a tactic scammers have used to spread malware. http://www.OnGuardOnline.gov can connect you to a list of security tools from legitimate security vendors selected by GetNetWise, a project of the Internet Education Foundation.  (See “Malware” on page 4 for more information). 
Once you confirm that your security software is up-to-date, run it to scan your computer for viruses and spyware. If the program identifies a file as a problem, delete it.

	Make sure you install software updates
Software bugs and vulnerabilities are continuously being discovered and could make your system susceptible to compromise.  Keeping your system updated is a great way to ensure you are running the latest secure version of software.
To avoid running vulnerable software:
Configure your operating system to automatically download and install software/security updates.
Configure all non-Windows software (e.g., personal firewall, anti-virus, photo authoring tools, games) to check for new updates and install them when they become available.







[bookmark: _Anti-Virus_Software][bookmark: _Toc295912670][bookmark: _Ref295908513]Specifics about Security Software
	Did you know? NASA HQ offers FREE anti-virus software to NASA HQ employees. Call the IT Help Desk (358-HELP) to request Home Use Software (Windows or Macintosh).


Anti-Virus Software
Anti-virus software protects your computer from viruses that can destroy your data, slow your computer's performance, cause a crash, or even allow spammers to send e-mail through your account. It works by scanning your computer and your incoming e-mail for viruses, and then deleting them.
Purchase and install anti-virus software that detects the latest viruses and malware, allows automatic updates, and permits customizable system scans.  As mentioned earlier, NASA headquarters offers free anti-virus software to NASA HQ employees. Call the IT Help Desk (358-HELP) to request Home Use Software (Windows or Macintosh).  
System scans are a function of your anti-virus software and should be run on a regular basis.  Configure your anti-virus software to scan all files and folders at a regular interval (daily).  Be sure to have the software scan external drives and storage devices, such as USB “flash” drives and portable hard drives.  Preferably, you may want to configure these scans during times of least productivity.  Note that by default, some anti-virus software is only configured to run on a subset files and folders.  
Learn more about viruses, starting with “Malware” on page 4.
[bookmark: _Anti-Spyware_Software]Anti-Spyware Software
Spyware is installed on your computer without your consent, and monitors or controls your computer use. It may be used to send you pop-up ads, redirect your computer to Web sites, monitor your Internet surfing, or record your keystrokes, which, in turn, could lead to the theft of your personal information.  A good anti-spyware software package will minimize these threats.  
Learn more about spyware in the “Spyware” section on page 5.
[bookmark: _Firewalls]Firewalls
A firewall helps keep hackers from using your computer to send out your personal information without your permission. While anti-virus software scans incoming e-mail and files, a firewall is like a guard, watching for outside attempts to access your system and blocking communications to and from sources you don't permit.
Ensure your system is equipped with a personal firewall.  Operating system firewalls are included with Windows 7, Windows Vista, Windows XP and Macintosh OS X.  There are also third-party firewalls, many of which are included with “Security Suite” packages (as mentioned in the “Anti-Virus Software” section above).  Keep third-party personal firewall subscriptions current and configure them to receive updates automatically.  Be sure to change the default administration password once the software is installed.
Additionally, enable firewalls embedded in your network router and wireless router.  Enabling the router firewall adds another level of protection.  However, be mindful of how you configure it because it can add complexity.


Don't Let Your Computer Become Part of a "BotNet"
Some spammers search the Internet for unprotected computers they can control and use anonymously to send spam, turning them into a robot network, known as a "botnet." Also known as a "zombie army," a botnet is made up of many thousands of home computers sending e-mails by the millions. Most spam is sent remotely this way; millions of home computers are part of botnets.
Spammers scan the Internet to find computers that aren't protected by security software, and then install bad software – known as "malware" – through those "open doors." That's one reason why up-to-date security software is critical.
Malware may be hidden in free software applications. It can be appealing to download free software like games, file-sharing programs, customized toolbars, and the like. However, sometimes just visiting a Web site or downloading files may cause a "drive-by download," which could turn your computer into a "bot."
Another way spammers take over your computer is by sending you an e-mail with attachments, links or images which, if you click or open them, install hidden software. Be cautious about opening any attachments or downloading files from e-mails you receive. Don't open an e-mail attachment — even if it looks like it's from a friend or coworker — unless you are expecting it or know what it contains. If you send an e-mail with an attached file, include a text message explaining what it is.
Keep Your Operating System and Web Browser Up-To-Date, and Learn About Their Security Features.
Hackers also take advantage of Web browsers (like Firefox or Internet Explorer) and operating system software (like Windows or Macintosh's OS) that don't have the latest security updates. Operating system companies issue security patches for flaws that they find in their systems, so it's important to set your operating system and Web browser software to download and install security patches automatically.
In addition, you can increase your online security by changing the built-in security and privacy settings in your operating system or browser. Check the "Tools" or "Options" menus to learn how to upgrade from the default settings. Use your "Help" function for more information about your choices.
[bookmark: _Toc295912671]Back Up Important Files
If you follow the tips covered in this guide, you're more likely to be free of interference from hackers, viruses, and spammers. However, no system is completely secure!  If you have important files stored on your computer, copy them onto a removable disc or an external hard drive, and store it in a safe place.
[bookmark: _Toc295912672][image: ]Set Up User Accounts to Protect Your Computer
Both Windows and Macintosh computers give you the capability to create both standard/limited and administrator accounts.  Because viruses and other security threats are most harmful when using your computer when logged into the system as an administrator, it’s best to use the standard/limited account for everyday use.
For best results, create a “Limited” (Windows XP)/”Standard” (Macintosh, Windows 7, Windows Vista) user account with limited privileges.  This will help protect against security problems.

The Limited/Standard account: 
· Limits installation of programs and modification of security settings; those that can be installed are installed in the user context
· Reduces the risk of a threat installing malicious programs on your system
· Limits one user from doing anything that can affect other users of the computer
The Administrator account:
· Should only be used to install/remove programs, modify settings, and troubleshoot problems
· This account has privileges to install and modify anything on your system
· Presents a HIGH security risk if your computer is compromised when you are logged in with this account 
Additional information:
 Microsoft Windows user accounts: http://windows.microsoft.com/en-US/windows-vista/Create-a-user-account
Macintosh user accounts: http://support.apple.com/kb/HT2477
[bookmark: _Toc295912673]Learn What To Do In An “E-mergency”
If you suspect malware is lurking on your computer:
1. Stop shopping, banking, and other online activities that involve user names, passwords, or other sensitive information. Malware could be sending your personal information to identity thieves.  (See “Malware” on page 4 for more information).
2. Confirm that your security software is up-to-date, then use it to scan your computer. Delete everything the program identifies as a problem. You may have to restart your computer for the changes to take effect.
3. If the problem persists after you exhaust your ability to diagnose and treat it, you might want to call for professional help. If your computer is covered by a warranty that offers free tech support, contact the manufacturer. Before you call, write down the model and serial number of your computer, the name of any software you've installed, and a short description of the problem. Your notes will help you give an accurate description to the technician.
If you need professional help, if your machine isn't covered by a warranty, or if your security software isn't doing the job properly, you may need to pay for technical support. Many companies — including some affiliated with retail stores — offer tech support via the phone, online, at their store, or in your home. Telephone or online help generally are the least expensive ways to access support services — especially if there's a toll-free helpline — but you may have to do some of the work yourself. Taking your computer to a store usually is less expensive than hiring a technician or repair person to come into your home.
Once your computer is back up and running, think about how malware could have been downloaded to your machine, and what you could do to avoid it in the future. 
Also, talk about safe computing with anyone else who uses the computer. Tell them that some online activities can put a computer at risk, and share practices for safer computing.
Tips for Parents
Parents sometimes can feel outpaced by their technologically savvy kids. Technology aside, there are lessons that parents can teach to help kids stay safer as they socialize online. Most ISPs provide parental controls, or you can buy separate software. However, no software can substitute for parental supervision. Talk to your kids about safe computing practices, as well as the things they're seeing and doing online. 


[bookmark: _Toc295912674][image: C:\Users\sajohns9\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\40J8SUU3\MC900433869[1].png]Don’t Forget About Tablets and Smart Phones!
When we think about the things that can compromise the security of our computers, we sometimes forget that our mobile devices can be targets for viruses and other “e-threats” too.
There are steps you can take to help make sure that your tablet devices (e.g. iPad, Android tablet, etc.) and “smart phones” (e.g. iPhone, BlackBerry, Droid) are kept secure.  (Please note that depending on your device, not all of these may be applicable, so refer to your user documentation or the device’s manufacturer Web site for additional details.)
Ensure that you always keep firmware and operating systems updated.  Install updates as they become available.  Enable “automatic updates” on your device if offered.
Back up the information on your device, either by syncing it to a computer or by using a back-up service offered by some cellular providers.
Use public Wi-Fi hotspots with caution and configure your device so that it does not connect automatically (see “Using Public Wireless Networks” on page 19 for additional details).
Use the cellular carrier’s network instead of an unsecure Wi-Fi network (e.g. hotspot).
Only turn on Wi-Fi and Bluetooth when you need to connect to these services.
Turn off “location services” (e.g. GPS) unless necessary for specific applications.
Require a passcode or PIN to unlock your device.
Set your device to automatically lock the device after a set amount of time (5 minutes or less is recommended).
Enable your device to erase all data after excessive password attempt failures.
Avoid “jailbreaking” or “rooting” your device (hacking or the unlicensed opening of the operating system to allow certain modifications).  It can have serious implications that can limit the effectiveness of the device’s ability to ward off security threats.  
It is a good practice to install applications only from your device’s respective application store (e.g. Apple App Store or Android Market).  Check the reputation of applications before installing using the application store reputation mechanisms (ratings).  
Pay attention to permissions requested by applications.  Be suspicious of applications that request permissions that aren’t necessary for the core functionality of the application.  For example, why would a card game need access to one’s text (SMS) messages?
Check your resource usage and phone bills or prepaid balances.  Mobile malware can sometimes be detected by monitoring in this way, especially when premium rate services are being defrauded or abused.  
Do not store sensitive information (e.g. SSNs, credit card numbers, private personal information,  etc.) on your device.
If your device is lost or stolen, immediately change all passwords to Web sites and services (e.g. Facebook, Google, etc.).  
If you have a NASA device that is lost or stolen, notify the NASA IT Help Desk immediately at 358-HELP (4357) or 1-866-4NASAHQ (462-7247).

 (
"Free Security Scan" Could Cost Time and Money
Messages telling you to install and update security software for your computer seem to be everywhere. You might be tempted by an offer of a "free security scan," especially when faced with a pop-up, an e-mail, or an ad that claims "malicious software" has already been found on your machine. Unfortunately, it's likely that the scary message is a come-on for a rip-off.
The free scan claims to find a host of problems, and within seconds, you're getting urgent pop-ups to buy security software. After you agree to spend $40 or more on the software, the program tells you that your problems are fixed. The reality: there was nothing to fix. And what's worse, the program now installed on your computer could be harmful.
According to attorneys at the Federal Trade Commission (FTC), the nation's consumer protection agency, scammers have found ways to create realistic but phony "security alerts." Though the "alerts" look like they're being generated by your computer, they actually are created by a con artist and sent through your Internet browser.
These programs are called "
scareware
" because they exploit a person's fear of online viruses and security threats. The scam has many variations, but there are some telltale signs. For example, you may:
receive 
ads that promise to "delete viruses or spyware," "protect privacy," "improve computer function," "remove harmful files," or "clean your registry"
receive
 "alerts" about "malicious software" or "illegal pornography on your computer"
be invited to download free software for a security scan or to improve your system;
encounter pop-ups that claim your security software is out-of-date and your computer is in immediate danger;
suddenly
 encounter an unfamiliar Web site that claims to have performed a security scan and prompts you to download new software. 
Scareware
 purveyors also go to great lengths to make their product and service look legitimate. For example, if you buy the software, you may get an e-mail receipt with a customer service phone number. If you call, you're likely to be connected to someone, but that alone does not mean the company is legitimate. Regardless, remember that these are well-organized and profitable schemes designed to rip people off.
How Do the Scammers Do It?
  
Scareware
 schemes can be quite sophisticated. The scam artists buy ad space on trusted, popular Web sites. Even though the ads look legitimate and harmless to the Web site's operator, they actually redirect unsuspecting visitors to a fraudulent Web site that performs a bogus security scan. The site then causes a barrage of urgent pop-up messages that pressure users into downloading worthless software.
What to Do:
  If you're faced with any of the warning signs of a 
scareware
 scam or suspect a problem, shut down your browser. Don't click "No" or "Cancel," or even the "x" at the top right corner of the screen. Some 
scareware
 is designed so that any of those buttons can activate the program. If you use Windows, press Ctrl + Alt + Delete to open your Task Manager, and click "End Task." If you use a Macintosh, press Command + Option + Q + Esc to "Force Quit."
If you get an offer, check out the program by entering the name in a search engine. The results can help you determine if the program is on the up-and-up.
Good Security Practices
:  
Check that your security software is active and current: at a minimum, your computer should have anti-virus and anti-spyware software, and a firewall. You can buy stand-alone programs for each element — or a security suite that includes these programs — from a variety of sources, including commercial vendors and your Internet Service Provider. The security software that was installed on your computer when you bought it generally works for just a short time — unless you pay a subscription fee to keep it in effect. Visit 
http://security.getnetwise.org/tools/search
 for a list of security tools from legitimate security vendors selected by 
GetNetWise
, a project of the Internet Education Foundation.
Make it a practice not to click on any links within pop-ups.
)


	[bookmark: _Toc295912676]How to Report:
Hacking or a Computer Virus
Alert the appropriate authorities by contacting:
Your ISP and the hacker's ISP (if you can tell what it is). You can usually find an ISP's e-mail address on its Web site. Include information on the incident from your firewall's log file. By alerting the ISP to the problem on its system, you can help it prevent similar problems in the future.
The FBI at http://www.ic3.gov.  To fight computer criminals, they need to hear from you.
Internet Fraud
If a scammer takes advantage of you through an Internet auction, when you're shopping online, or in any other way, report it to the Federal Trade Commission, at http://www.ftc.gov/complaint. The FTC enters Internet, identity theft, and other fraud-related complaints into Consumer Sentinel, a secure, online database available to hundreds of civil and criminal law enforcement agencies in the U.S. and abroad.
Deceptive Spam
If you get deceptive spam, including e-mail phishing for your information, forward it to spam@uce.gov. Be sure to include the full header of the e-mail, including all routing information.
You also may report phishing e-mail to reportphishing@antiphishing.org. The Anti-Phishing Working Group, a consortium of ISPs, security vendors, financial institutions and law enforcement agencies, uses these reports to fight phishing.
Divulged Personal Information
If you believe you have mistakenly given your personal information to a fraudster, file a complaint at http://www.ftc.gov/complaint, and then visit the Federal Trade Commission's Identity Theft Web site at http://www.ftc.gov/idtheft to learn how to minimize your risk of damage from a potential theft of your identity.
Social Networking Sites
Trust your instincts – and tell kids to trust theirs - if you (or they) are suspicious about something on a social networking site. If kids feel threatened by someone or uncomfortable because of something online, encourage them to tell you. You can then help them report concerns to the police and to the social networking site. Most sites have links where users can immediately report abusive, suspicious, or inappropriate online behavior.
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Increasingly, computer users interested in convenience and mobility are accessing the Internet wirelessly. Today, business travelers use wireless laptops to stay in touch with the home office, vacationers beam snapshots to friends while still away from home, and shoppers place orders from the comfort of their couches. A wireless network can connect computers in different parts of your home or business without a tangle of cords and enable you to work on a laptop anywhere within the network's range.
Going wireless generally requires a broadband Internet connection into your home, called an "access point," like a cable or DSL line that runs into a modem. To set up the wireless network, you connect the access point to a wireless router that broadcasts a signal through the air, sometimes as far as several hundred feet. Any computer within range that's equipped with a wireless client card can pull the signal from the air and gain access to the Internet.
The downside of a wireless network is that, unless you take certain precautions, anyone with a wireless-ready computer can use your network. That means your neighbors, or even hackers lurking nearby, could "piggyback" on your network, or even access the information on your computer. And if an unauthorized person uses your network to commit a crime or send spam, the activity can be traced back to your account.
Fortunately, there are steps you can take to protect your wireless network and the computers on it. As no one step is a complete fix, taking all of the following steps will help you be more secure.
[bookmark: _Toc295912678]Precautionary Steps
Use encryption. The most effective way to secure your wireless network from intruders is to encrypt, or scramble, communications over the network. Most wireless routers, access points, and base stations have a built-in encryption mechanism. If your wireless router doesn't have an encryption feature, consider getting one that does. 
Manufacturers often deliver wireless routers with the encryption feature turned off. You must turn it on. The directions that come with your wireless router should explain how to do that. If they don't, check the router manufacturer's Web site.
Common types of encryption are available.  Wi-Fi Protected Access (WPA and WPA2) and Wired Equivalent Privacy (WEP). Your computer, router, and other equipment must use the same encryption. WPA2 is strongest; use it if you have a choice. It should protect you against most hackers.
Some older routers use only WEP encryption, which is better than no encryption. It should protect your wireless network against accidental intrusions by neighbors or attacks by less-sophisticated hackers. If you use WEP encryption, set it to the highest security level available.  WEP is not very secure compared to the newer types available, such as WPA2, so if your equipment only supports WEP, consider upgrading to hardware that supports WPA2. 
Use anti-virus and anti-spyware software, and a firewall. Computers on a wireless network need the same protections as any computer connected to the Internet. Install anti-virus and anti-spyware software, and keep them up-to-date. If your firewall was shipped in the "off" mode, turn it on. 
Turn off identifier broadcasting (also referred to as Service Set Identifier or “SSID” broadcasting).  Most wireless routers have a mechanism called identifier broadcasting. It sends out a signal to any device in the vicinity announcing its presence. You don't need to broadcast this information if the person using the network already knows it is there. Hackers can use identifier broadcasting to home in on vulnerable wireless networks. Note the SSID name so you can connect manually. Disable the identifier broadcasting mechanism if your wireless router allows it. 
Change the identifier on your router from the default. The identifier for your router is likely to be a standard, default ID assigned by the manufacturer to all hardware of that model. Even if your router is not broadcasting its identifier to the world, hackers know the default IDs and can use them to try to access your network. Change your identifier to something only you know, and remember to configure the same unique ID into your wireless router and your computer so they can communicate. Use a password that's at least 10 characters long: The longer your password, the harder it is for hackers to break. 
Change your router's pre-set password for administration. The manufacturer of your wireless router assigned it a standard default password that allows you to set up and operate the router. Hackers know these default passwords, so change it to something only you know. The longer the password, the tougher it is to crack. If you don’t know the password for your router, see “Can’t Remember the Password to Your Wi-Fi Base Station?” on page 18 for details.  
 (
Precautionary Step for Advanced Users
Allow only specific computers to access your wireless network. 
Every computer that is able to communicate with a network is assigned its own unique Media Access Control (MAC) address.  (Not to be confused with the name “Mac” from Apple Computer).  Wireless routers usually have a mechanism to allow only devices with particular MAC addresses access to the network. Some hackers have mimicked MAC addresses, so don't rely on this step alone. 
)Turn off your wireless network when you know you won't use it. Hackers cannot access a wireless router when it is shut down. If you turn the router off when you're not using it, you limit the amount of time that it is susceptible to a hack.
Don't assume that public "hot spots" are secure. Many cafés, hotels, airports, and other public establishments offer wireless networks for their customers' use. These "hot spots" are convenient, but they may not be secure. Ask the proprietor what security measures are in place. 
Be careful about the information you access or send from a public wireless network. To be on the safe side, you may want to assume that other people can access any information you see or send over a public wireless network. Unless you can verify that a hot spot has effective security measures in place, it may be best to avoid sending or receiving sensitive information over that network. 


	[bookmark: _Can't_Remember_The][bookmark: _Ref295484530][bookmark: _Ref295484534][bookmark: _Toc295912679]Can't Remember The Password To Your Wi-Fi Router or Base Station? 
If you keep getting rejected while entering passwords to access your Wi-Fi settings, there are two options you can try: 
First, try entering a factory, default password. This default password is the password assigned to it when it shipped. Here are a few common default passwords for popular brands:
Linksys Default Password: admin
NETGEAR Default Passwords: 1234 or password 
Apple Airport Default Passwords: public or password or admin
DLink Default Password: admin 
Belkin Default Password: admin
Second, if entering the default password didn't work, you'll have to manually reset your router/base station.  This will reset the device password to one of the default passwords above. The only problem is that it will reset all of your settings — including ISP settings and other security settings.  
For most models of routers/base stations, to manually reset the device (check your user manual or the company's technical support Web site for the exact procedure):
1. Go to your router/base station and look for a small hole on the side or back of the device — it's the size of a pin hole. 
2. Once you've found it (make sure it's the reset button hole!), take a paper clip, pencil or a pen and push the button in and hold it for several seconds. 
a. Apple routers/base stations require that you hold the button for 10 seconds
b. Linksys requires 30 seconds. 
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 (
Using a Wi-Fi Hotspot?
Only log in to Web sites that are fully encrypted.
Is This Hotspot Secure? 
If a hotspot doesn't require a password, it's not secure.
If a hotspot asks for a password through your browser simply to grant access, or it asks for a WEP password, it's best to treat it as if it were unsecured.
You can be confident a hotspot is secure only if you are asked to provide a WPA password. If you're not sure, the information you enter could be at risk. WPA2 is the most secure, but be aware that you won’t always know which type of encryption is available.
)Public wireless networks – those Wi-Fi hotspots in coffee shops, libraries, airports, hotels, universities, and other public places – allow people to access the Internet through a shared network. While convenient, they’re often not secure. You’re sharing the network with strangers, and some of them may be interested in your personal information. 
Technology experts at the Federal Trade Commission (FTC), the nation’s consumer protection agency, say encryption is the key to keeping your personal information secure online. Encryption scrambles the information you send over the Internet into a code so that it’s not accessed by others. When using wireless networks, it’s best to send personal information only if it’s encrypted – either by an encrypted Web site or a secure network. An encrypted Web site protects only the information you send to and from that site. A secure wireless network encrypts all of the information you send while online.
[bookmark: _How_to_Identify][bookmark: _Ref295216581][bookmark: _Ref295909029][bookmark: _Toc295912681]How To Identify An Encrypted Web Site
If you send e-mail, share digital photos and videos, use online tools to manage calendars and contact lists, use social networks, or bank online, you’re sending personal information over the Internet. The information you share is stored on a server – a powerful computer that collects and delivers content. Many Web sites, such as banking sites, use encryption to protect your information as it travels from your computer to their server.
To determine if a Web site is encrypted, look for https at the beginning of the web address (the “s” is for secure), and a lock icon at the top or bottom of your browser window. The exact position of the lock depends on which browser you use. Some Web sites use encryption only on the sign-in page, but if any part of your session isn’t encrypted, the entire account could be vulnerable. Look for https and the lock icon the entire time you’re on the site, not just when you sign in. You can also click on the lock icon to display information about the site and help you verify that it’s not a fraudulent Web site.
[bookmark: _Toc295912682]Public Wireless Networks
Most Wi-Fi hotspots don’t encrypt the information you send over the Internet and are not secure. If you use an unsecured network to log in to an unencrypted site – or a site that uses encryption only on the sign-in page – other users on the network can see what you see and what you send. They could hijack your session and log in as you. New hacking tools – available for free online – make this easy, even for users with limited technical know-how. Your personal information, private documents, contacts, family photos, and even your login credentials could be up for grabs. 
An imposter could use your account to impersonate you and scam people you care about. In addition, an attacker could test your username and password to try to gain access to other Web sites – including sites that store your financial information.


[bookmark: _Toc295912683]Protect Your Information When Using Public Wireless Networks
What can you do to protect your information? Here are a few tips:
When using a Wi-Fi hotspot, only log in or send personal information to Web sites that you know are fully encrypted. And keep in mind that your entire visit to each site should be encrypted – from the time you log in to the site until you log out. If you think you’re logged in to an encrypted site but find yourself on an unencrypted page, log out right away, and close your browser.
Don’t stay permanently signed in to accounts. When you’ve finished using an account, log out.
Do not use the same password on different Web sites. It could give someone who gains access to one of your accounts access to many of your accounts.
Many web browsers alert users who try to visit fraudulent Web sites or download malicious programs. Pay attention to these warnings, and take the extra minute or so to keep your browser and security software up-to-date. 
If you regularly access online accounts through Wi-Fi hotspots, use a virtual private network (VPN). VPNs encrypt traffic between your computer and the Internet, even on unsecured networks. You can obtain a personal VPN account from a VPN service provider. In addition, some organizations create VPNs to provide secure, remote access for their employees.
Some Wi-Fi networks use encryption: WEP, WPA and WPA2 are the most common. WPA encryption protects your information against common hacking programs (WPA2 is the best). WEP may not. If you aren’t certain that you are on a WPA/WPA2 network, use the same precautions as on an unsecured network.
Installing browser add-ons or plug-ins can help, too. For example, Force-TLS and HTTPS-Everywhere are free Firefox add-ons that force the browser to use encryption on popular Web sites that usually aren't encrypted. They don’t protect you on all Web sites – look for https in the URL and the lock icon to know a site is secure.          

	[bookmark: _Toc295912684]Useful Tips For Shopping Online
Shopping on the Internet can be economical, convenient, and no less safe than shopping in a store or by mail. To help keep your online shopping experience a safe one:
Know who you're dealing with. Confirm the online seller's physical address and phone number in case you have questions or problems.
Know exactly what you're buying. Read the seller's description of the product closely, especially the fine print.
Know what it will cost. Factor shipping and handling into the total cost of the order.
Pay by credit or charge card, for maximum consumer protections.
Check out the terms of the deal, like refund policies and delivery dates.
Print and save records of your online transactions.
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Computers often hold all kinds of personal and financial information. If you’re getting rid of your old computer, there are things to do before you log off for the last time so your hard drive doesn’t become a 21st century treasure chest for identity thieves and information pirates. 
Save important files on an external storage device – for example, a USB drive, a CD-Rom, or an external hard drive – or transfer them to a new computer.
“Wipe” your hard drive clean – use software available both online and in stores where computers are sold which deletes information from the disk.  They’re generally inexpensive; some are available on the Internet for free. 
If your old computer contains sensitive information that would be valuable to an identity thief, consider using a program that overwrites or wipes the hard drive many times. Or, remove the hard drive, and physically destroy it.
If you use your computer for business purposes, check with your employer about how to manage business-related information on your computer. The law requires businesses to follow data security and disposal requirements for certain information that’s related to customers.
Once you have a “clean” computer, consider recycling, donating, or reselling it – and keep the environment in mind when disposing of your computer.


[bookmark: _Toc295912687]Additional Information
These resources are provided to you as a courtesy.  Please remember that the content on these Web sites (and Web sites outside the scope of www.nasa.gov) are neither authored nor managed by NASA.  No external Web sites or products mentioned in this document are endorsed by NASA.
[bookmark: _Resources][bookmark: _Ref295308249][bookmark: _Toc295912688]Resources
Security Updates:
· http://www.microsoft.com/security/default.mspx for Microsoft Security Updates
· http://support.apple.com/kb/HT1222 for Apple Security Updates
Software Downloads:
· http://www.cnet.com for hard drive wiping software and other computer tips
· http://www.zonealarm.com for ZoneAlarm Firewall
· http://www.clamav.net for Clam AntiVirus
· http://www.lavasoft.com for Ad-Aware Personal Edition spyware protection
· http://www.safer-networking.org for Spybot Search & Destroy
· http://www.microsoft.com/windows/products/winfamily/defender/default.mspx for Microsoft’s anti-spyware protection
· http://www.google.com/toolbar/ff/index.html for the Google toolbar to stop pop-ups (Internet Explorer)
Definitions & Information:
· http://www.OnGuardOnline.gov for  the U.S. Federal Trade Commission’s advice for safe online computer usage
· http://nonadmin.editme.com/WhyNonAdmin for details on why not to run your machine as an Administrator and what steps you can take to protect yourself
· http://en.wikipedia.org/wiki/Main_Page for the online Open-Source multilingual encyclopedia
· http://www.webopedia.com for a great resource for computer and technology definitions
· http://www.howstuffworks.com is a great Web site on how all kinds of things work.  There is a lot of information on home networking, computers, and technology in general.
Keeping Safe:
· http://www.ftc.gov/bcp/edu/pubs/consumer/alerts/alt127.shtm - FTC consumer alert for: How Not to Get Hooked by a ‘Phishing’ Scam 
· http://www.ftc.gov/bcp/edu/microsites/idtheft - FTC Web site for spotting, protecting, and defending against identity theft
[bookmark: _Toc295912689]Sources
NASA HQ Remote Connectivity Guide, http://itcd.hq.nasa.gov/remote_access.html
OnGuard Online (U.S. Federal Trade Commission);  http://www.onguardonline.gov
· Microsoft Corporation, http://www.microsoft.com
www.nasa.gov
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