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What is Secure Nomadic Access (SNA)?
Secure Nomadic Access (SNA) is a service that allows users to remotely access resources on the NASA HQ Network, using a Web browser via high-speed Internet connection.  
What services can I access using SNA?
SNA allows you to access:
· HQ Intranet Web pages

· Network (NT) file shares

· Outlook Web Access (OWA) e-mail and calendar services

· WebTADS

· Travel Manager

It is not possible to access the C: drive (local hard drive) at Headquarters through SNA. To access any documents through SNA, you must first save them on one of the shared drives available to you prior to working remotely or going on travel.

What is required to use SNA?
The following are required to log on to SNA:

· Access to the Internet

· Your SecurID token and eight-digit alpha-numeric PIN – OR – your NASA SmartCard
· JavaScript enabled in browser

· Cookies turned on in browser

· Your username and password for accessing network files and Outlook/Entourage. For additional information, refer to http://insidenasa.nasa.gov/ocio/infrastructure/profile.html.

For general training, call the Computer Training Center (CTC) at (202) 358-1111. The CTC performs group training and 1-on-1 desk-side support.
How do I access SNA?
To login to SNA, follow these steps:

1. Type the following address in your Web browser:  https://sna.hq.nasa.gov. Since this is a secure site, the URL address begins with “https” (with an s).

There are two ways to log into SNA – using a NASA-issued SecurID token, or using your NASA badge if it has been registered as a NASA SmartCard.

To login to SNA using your SecurID token:

1. In the Username field, enter your username.
2. In the Password field, enter your eight-digit alpha-numeric SecurID PIN+the 6-digit number on your token with no spaces.
3. Be sure that “Token” is selected from the Realm drop down list.
4. Click Sign In. 

To login to SNA using your NASA SmartCard:

1. Insert your SmartCard into your computer’s SmartCard reader. 

2. Leave the “Username” and “Password” fields blank.

3. Select “SmartCard” from the drop down list. 
4. You will be prompted to select your SmartCard certificate and enter your Smartcard PIN. 
What can I expect to see after I log in?
SNA opens a main page from which you have access to all services provided by SNA. Each organization at NASA HQ has its own File Bookmarks, and each user with an SNA account is placed in the appropriate organization group. The Web Bookmarks, provided for all SNA users, include access to the HQ mail server, via the Outlook Webmail client, and access to WebTADS and Travel Manager.

My connection to SNA was broken, but I didn’t log out. What happened?
There is a 4-hour time limit for SNA sessions at which point you will be automatically disconnected.  A warning message displays five minutes before disconnecting. To avoid work interruptions, when you receive the warning that your session will be disconnected, log into SNA again.
Why do I get a blank Web page after putting in my username and password?
If a blank Web page appears after entering your username and password, JavaScript is probably not enabled in the Web browser.  JavaScript must be enabled (Tools | Internet Options | Advanced tab) for SNA to work.
Can I log into SNA more than once?
You cannot login to SNA from multiple computers at the same time.  However, you can open multiple browser windows with SNA at the same time once you have logged in. This allows you access to multiple internal HQ resources simultaneously.
How do I log into e-mail?
1. Click the HQ EMail and Calendar bookmark. 

The Outlook Web Access (OWA) Webmail window appears.

2. Click the link for Headquarters 

3. Log in with your Outlook/Entourage username and password.

What happens to my e-mail in Outlook/Entourage when I use SNA?
When you read your e-mail using Outlook/Entourage after using SNA e-mail, you will notice:

· E-mail you read with SNA shows up as "read" in Outlook/Entourage.

· E-mail you have deleted does NOT appear in Outlook/Entourage at all.

· E-mail that you did not read shows up as unread in Outlook/Entourage.

Do I have an e-mail Outbox?
Yes. There is a Sent Items folder in OWA, just as there is in Outlook/Entourage.
What happens when I click on an attachment?
When you click on the attachment in the e-mail, the file is downloaded to your computer.  To view the attachment, the computer you are using must have the required application installed.

What happens if I have Outlook/Entourage open and running on my computer?
You can see any e-mail in your Inbox or server folders when using OWA. You cannot see items that you moved to your Personal Folders from OWA, as these reside on the hard drive of your computer.

Any changes made to Email items in OWA are reflected in Outlook/Entourage and vice versa.
I use Outlook/Entourage at home. Do I have to use OWA Webmail if I use SNA?
No. You do not have to use OWA if you already have your computer set up to run Outlook/Entourage from home and download E-mail from the HQ mail server.
How do I log into my Network Drives?
To access your home folder (T drive on Windows), your organization folder (U drive on Windows), the groups folder (W drive on Windows), or shared folder (X drive on Windows), follow the steps below.

1. On the SNA home page, scroll down to the Files section | Click the Windows Files link in the lower right-hand corner.
2. When the next screen appears, in the upper right-hand corner below the main navigation bar, in the blank text field, type \\hqdata\ 
3. Click Browse | Enter your login credentials at the Attention prompt | Click Continue.

4. Click the bookmark for the drive you want to access | Bookmark as needed.
Can I access my C: drive with SNA?
It is not possible to access the C: drive (local hard drive) at Headquarters through SNA. To access any documents through SNA, you must first save them on one of the shared drives available to you prior to working remotely or going on travel.
How do I log out of SNA?

Log out from SNA when you are finished by clicking either the Sign Out button in the upper-right corner of the SNA page, or the Exit icon on any web page.
	For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov; send an e-mail to nasa-esd@mail.nasa.gov; or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).


This document is posted on the ITCD Web site at:  
http://itcd.hq.nasa.gov/faqs.html
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