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What is Secure WebEx?
NASA Secure WebEx is the secure version of the Virtual Team Meeting (VTM) capability.  It is an online Web-based collaboration conferencing tool. This service is delivered on-demand through your Web browser. You can conduct a Web meeting (also known as a Web conference) right from your desktop. All WebEx seats/accounts purchased through ESD are considered “secure.”
What is Secure Virtual Team Meeting (SVTM)?
SVTM is the generic term for a secure virtual team meeting capability.  This tool allows you to host and participate in online virtual meetings.  See “What is Secure WebEx?” for more information.
Who can use Secure WebEx?
Today, Secure WebEx uses a meeting number and password for authenticating participants.  Anyone with that meeting number and password can join.  Only users who wish to “host” meetings must buy a Secure WebEx seat/account.  Meeting participation by all others is free.
· All Secure WebEx sessions must be hosted by a person with a vetted NASA identity.

· The host must designate each meeting with a security level of Unrestricted, Attendee Validated, or Invitation Only
· Unrestricted meetings are open to any participant with the meeting number and password, inside or outside NASA.

· Attendee Validated meetings are open to any participant with NASA credentials, validated by Access Launchpad authentication.

· Invitation Only meetings are only open to participants with NASA credentials, validated by Access Launchpad authentication, who are added to the list of attendees by the host, within the WebEx scheduler online.
How do I get a Secure WebEx account?
Only those who wish to “host” meetings must buy a Secure WebEx seat/account.  All WebEx seats/accounts are purchased through ESD:  Order Services | Teleconferencing Service | Virtual Team Service (VTS).
What if I have a large meeting in excess of 200 participants?
The meeting host will be charged per attendee in excess of 200 on a per session basis. The use of conference rooms is recommended for group attendees to keep the cost to a minimum.
Is Secure WebEx approved for secure meetings and SBU information?
Yes.  Secure WebEx can be used for meetings requiring Sensitive But Unclassified (SBU) information. All current users of Secure WebEx conduct secure meetings by default.  Requiring authentication, and NASA credentials provide additional privacy and security.
What is my responsibility as the meeting host or presenter when SBU information is required?
Meeting hosts communicating Sensitive But Unclassified (SBU) information are required to monitor who has joined their WebEx session to ensure only those with a need to know and proper credentials join. The Presenter is responsible for adhering to information sensitivity constraints, to include ensuring presentation materials are approved through export control, if foreign nationals are in attendance.
What are the limitations for seat sharing?
Multiple meetings occurring at the same time cannot be scheduled under the same seat/account.  Because any given meeting host can host only one meeting at a time, this has implications for some organizations that use designated “meeting schedulers.” NASA Secure WebEx supports the capability for hosts to delegate scheduling rights.

Also, when authentication is added, the required NASA credentials are the Agency UserId (AUID) and password.  NASA credentials cannot and should not be shared.  Users who need to host meetings should obtain their own Secure WebEx seat/account.
How does the delegation feature work?
A subscribed user can delegate scheduling rights to another subscribed user.  For instructions, see "Allowing another user to schedule meetings for you" on page 93 of the WebEx Meeting Center User Guide.  See "What is an alternate host?" on page 66 to delegate hosting rights for specific meetings only.
Will I still need to setup a voice teleconference session?
Yes.  This is a separate service. Meeting hosts can set up a voice teleconference by visiting the Voice Teleconference Services Web page.  Participants are given a teleconference phone number and passcode in order to join the meeting.
Sensitive But Unclassified (SBU) Information

When discussing SBU information over a telephone, care should be taken to ensure the conversation is secure from “eavesdropping” by unauthorized individuals.  Typically, most people hosting WebEx meetings use a voice conferencing number with a common passcode, and apply no constraints as to who can join the conference.  Those who are using open meet-me lines for SBU meetings should monitor who is on their voice lines (not just their WebEx logins).  Sensitivity of some topics may lead to exploring more secure voice arrangements (i.e., operator assisted, operator originated, or encrypted). There are features you can use to track and monitor who is connected to the call.   
	For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov; send an e-mail to nasa-esd@mail.nasa.gov; or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).


This document is posted on the ITCD Web site at:  
http://itcd.hq.nasa.gov/faqs.html
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