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Using the HQ Virtual Private Network (VPN) – Windows XP
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The following provides instructions for Windows XP users to connect to and use the NASA HQ Virtual Private Network (VPN).  You will have access to the HQ private network and the Internet using TCP/IP.  You can access file servers and internal Web sites and applications.

	The VPN Client automatically disconnects after nine hours, so be sure to save your work within the nine hours of connecting.


Connecting to the Cisco VPN Client – Windows XP
1. From the Start menu, select from Programs | Cisco Systems VPN Client | VPN Client
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2. When the VPN Client window appears, make sure “Nasahq” is displayed in the Connection Entry field.  If not, select it from the menu.  
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3. Click Connect.
4. Once the VPN Client | User Authentication for “Nasahq” window displays, in the Username: text field, enter your Agency User ID (AUID).
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5. In the Passcode: field, enter your eight-digit alpha-numeric SecurID PIN+the 6-digit number on your token with no spaces.
6. Click OK. 

	· A VPN Client error message displays if you exceed the one minute time limit to enter your login credentials.

· Tokens are disabled after five incorrect PIN attempts..


7. Once connected, the VPN Client | Banner displays.  Click Continue.
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Accessing Your Network Files
If you are connecting to the NASA HQ network via VPN while using a NASA-issued laptop, the U:, X:, and other shared drives will be available as usual.  

	The VPN Client automatically disconnects after nine hours, so be sure to save your work within the nine hours of connecting.


1. Double-click the desired shortcut on your desktop, or double-click the My Computer icon located on your desktop:
[image: image5.png]0

iy Comper





  When the My Computer window opens, your available network drives appear.

2. If your network drives do not appear after logging in to VPN, in the Address field of the My Computer window, type the following:  \\hqdata\
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3. Click Go.

4. Double-click the appropriate network drive and then browse to the desired folder or file.
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	Alternatively, you should create desktop shortcuts to your most frequently used network drives and folders while in the office prior to teleworking.  For detailed instructions on creating shortcuts, visit the ITCD Instructions and Guidelines Web page at:  http://itcd.hq.nasa.gov/instructions.html.


Disconnecting from the VPN Client - Windows
The VPN Client automatically disconnects:

· After 9 hours 

· When you log off 

· When you shut down your computer.  

	Make sure to save your work within 9 hours of connecting, or more frequently if the VPN connection is left open.


Manual Disconnect
To manually disconnect from the VPN: 

1. Exit completely out of all open applications.
2. Right-click on the VPN icon  [image: image8.jpg]


  in the system tray, and select Disconnect.

[image: image9.jpg]VN Clnt,
Statistcs
Log Window,

Notfications.

Stateful Frewal (always On)
about VP Clent





	Disconnecting from the VPN should restore your previous public Internet connection. If not, Restart your computer.


	For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov; send an e-mail to nasa-esd@mail.nasa.gov; or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).


This document is posted on the ITCD Web site at:  
http://itcd.hq.nasa.gov/instructions.html
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