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Using your smartcard to login to your Windows computer is easy, secure, and doesn’t require a lengthy password. Instead, you use your 6-8 digit smartcard PIN. Best of all, your PIN never expires. 
This packet contains everything you need to get started:
1Introduction to NASA Smartcards


2How to Use Your Smartcard


3How to Install the Necessary Software


4How to Locate Your Smartcard Reader


8About Smartcard PINs


9Where To Learn More




Introduction to NASA Smartcards
Smartcard is just another name for your NASA badge.  It contains an embedded gold-colored chip that holds electronic information used to identify you.  Your badge has always allowed you to enter the HQ building.  As soon as the necessary software is installed, you can use your smartcard / NASA badge to login to your computer. Soon your smartcard / NASA badge will allow you to gain access to applications and secure Web sites, too.
In order to use your smartcard to login to your computer, you need three things:

· A smartcard reader (hardware) 

· A memorable 6-8 digit PIN

· Smartcard software 

Almost all HQ users have a smartcard reader that was factory installed on their computer. Readers are usually small and subtle, and appear as little more than an open slot.  There’s no reason that you would have noticed it before, having never had cause to use your reader.  Please see page 4, “How to Locate Your Smartcard Reader.”
You also need to know your PIN.  Your PIN is a 6-8 digit code (all numbers) that you selected when you received your current badge.  If you do not remember your PIN, visit the HQ Badging Office (Room 1V63) between 8:30 and 11:30 a.m. to have your PIN reset.

Finally, you need software to run the reader.  (The software is called Active Client.)  You may download and install the software from the Software Refresh Portal (SRP), leave your computer at NASA HQ overnight to receive an automated evening push, or receive an automated daytime push.  See “How to Install the Necessary Software” for details.

How to Use Your Smartcard
1. Locate your smartcard reader.  
(See page 4, “How to Locate Your Smartcard Reader.”)
2. Insert your smartcard (NASA badge) into the reader 
photo-side face-up (or facing you in vertical readers) 
and chip-end first.  

3. A government warning appears on your computer display.  
Click OK to signal your agreement. 
4. A new screen prompts you for your PIN. Type your PIN (all numbers) on your computer keyboard.
5. Return the smartcard to your badge holder.
The most common glitches users encounter (and their solutions) are summarized below.
	Issue or Error Message
	Solution

	Inserting smartcard has no effect.
	Remove smartcard and re-insert it.

	“The system could not log you on. An incorrect PIN was presented to the smartcard.”
	1. If you use the number keypad to type numbers, verify that the “NUM LOCK” key is ON.
2. If you type numbers by using the keys above regular letters, verify that “Caps Lock” is OFF.

3. Check that you’re using the correct PIN.  It’s all numbers, and 6-8 digits.

	“The system could not log you on. The smartcard is blocked.”
	You have been locked out due to entering an incorrect PIN 15 times. Contact the HQ security/badging office to reset your PIN.

	Above troubleshooting techniques are not effective.
	Login using your Agency User ID and 12-digit password.  Then contact the IT Help Desk at 202-358-4357 (HELP) to report the issue.


How to Install the Necessary Software
Installing the smartcard software (Active Client) on your computer takes only a few minutes. 
You may download and install the software from the Software Refresh Portal (SRP), leave your computer at NASA HQ overnight to receive an automated evening push, or receive an automated daytime push.

	Installation Method
	Availability

	 Self-Install via SRP
	Monday or Tuesday of your deployment week

	 Automated Evening Installation
	Tuesday and Wednesday of your deployment week at 7 p.m.

	 Automated Daytime Installation
	Thursday and Friday of your deployment week at 8 a.m.


Software Refresh Portal (SRP) Installation

1. Save your work and close all applications.  
2. Visit the SRP site at http://hqsms2k3\srp. 

3. Click on the Utilities button on the left.  

4. Click on the “Smartcard Installation Software” link at the top of the page.

What to Expect During Installation
While the smartcard (Active Client) software is being installed on your computer, you will be able to continue working in applications other than Outlook and Firefox. Once the installation begins, you may see the following window appear:
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After installation, you are prompted to test the use of your smartcard for login.  If your test is not successful, contact the IT Help Desk at 202 358-4357 (HELP).  
How to Locate Your Smartcard Reader
Desktops

All desktop Windows computers use a keyboard reader or an external USB reader (shown below).  
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A keyboard reader is simply a badge-sized opening in your keyboard.  If your keyboard does not have an integrated card reader, and you have not yet been provided with an external USB reader, please contact the IT Help Desk at 202 358-4357 (HELP).  
Laptops

The location of readers on laptops varies considerably.  Readers are small badge-sized openings that were factory-installed, and are barely noticeable until you actively look for them.  Most laptops, including all those listed below, have an integrated smartcard reader. Locate your laptop’s model number and then click on it to see a photo of the smartcard reader. 

If your laptop model is not shown, or if you cannot find your reader, contact the IT Help Desk at 202 358-4357 (HELP).  
	Model Number
	Reader Location

	Dell E6500 
	Small slot on right-side at the back

	Dell E4300
	Small slot on left-side at the front 

	Dell D430
	Small slot on left-side at the front

	Dell D830
	Small slot on left-side at the front

	HP 8510p
	Small slot on left-side at the front

	HP NC6400
	Small slot on right-side at the front

	Fujitsu T5010 (tablet)
	Small slot on left-side at the front

	HP NC 6230
	Small slot on left-side at the front

	HP NC8430
	Small slot on left-side at the front


	Dell E6500:
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	Dell E4300:
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	Dell D430:
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	Dell D830:

	[image: image10.jpg]



	[image: image11.jpg]




	
	


	HP 8510p:
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	HP NC6400:
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	Fujitsu T5010 (tablet)
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	HP NC6230:
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	HP NC8430:
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Not sure of your computer’s model number?

1. Click on the Start menu | All Programs | Accessories | System Tools | System Information

2. A window like the one below will appear.  Look for “System Model” in the list at right.
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About Smartcard PINs
Your PIN is the 6-8 digit code you selected when you received your current NASA badge.  Your PIN never expires. If you lose or do not know your PIN, visit the HQ Badging Office (Room 1V63) between 8:30 and 11:30 a.m. to have your PIN reset. 
For added security when choosing your 6-8 digit PIN, you should not use: 

· Any part of your social security number 

· Any part of your birth date (or a close family member’s birth date) 

· Any part of your work or home address   

· Your home, work, or cell phone number 

· Your office/cubicle number 

· A series of repeating numbers (e.g., 111111, 222222) 
· A simple number series like 123456 or 246810. 

The goal is to choose a PIN that is memorable for you, but difficult for others to guess.
Frequently Asked Questions
Can I still login the old way? 
Yes.  You can still login using your Agency User ID and 12-digit password. 

Should I just leave my smartcard in the reader?

No, please don’t!  You should wear your badge at all times, and will need it to enter and exit the building.  Please get in the habit of returning the card to your badge holder after you login. 
Will my PIN expire? 
Your PIN will not expire. 

What if I forget to bring my smartcard to work? 
You can still login using your Agency User ID and 12-digit password, just as you did before smartcards came along. 

What if I lose my smartcard? 
Call the IT Help Desk at 358-HELP (4357) immediately. 
Can I use my smartcard to login to other IT applications (e.g., applications or databases)? 
Not at this time. However, you will be able to do so in the future. 

Can I use my smartcard to login when I’m at home or on travel, too?

Yes, you can use your smartcard to login to your laptop computer from anywhere, providing you have first used your smartcard for login while physically connected to the HQ network.  This way, your credentials are stored (“cached”) in your computer so they are recognized offsite.  If you wish to connect to the HQ network from outside of HQ, you will also need to use a remote access service (such as Virtual Private Network, Secure Nomadic Access, or Dial-in).  There is no change to the way these services operate. 
Using your smartcard to login to your computer in a mobile setting will take a bit longer (approximately 10 -15 seconds) than when you are on the NASA network (approximately 8 – 11 seconds.)

Can I change my PIN?

You can change your PIN from your desktop, whenever you want. See the Smartcard User Guide for instructions. The Guide is posted on the Smartcard@HQ Informational Web page at http://www.hq.nasa.gov/itcd/smartcard.html. (You cannot, by definition, change a PIN that you do not know.  To reset / re-establish your PIN, visit the HQ Security Office.)
Where To Learn More 

The Smartcard@HQ Informational Web page makes these resources available:

· A User Guide

· Smartcard Fact Sheet

· Frequently Asked Questions 

For still more information including a video about smartcards, visit the Agency Smartcard Web site.

If you need assistance, call the IT Help Desk at 358-HELP (4357) or 1-866-4NASAHQ (462‑7247) or send an e-mail to service@hq.nasa.gov.
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