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e Launch Acrobator Adobe
Reader

e SelectEdit> Preferences

e Selectthe JavaScript
Category

e Uncheckthe ‘Enable
Acrobat]JavaScript’
option

e ClickOK

¢ Do disable JavaScripton
your home computers
using the instructions to
the left.

¢ Do apply vendor patches
on January 12th.

* Don't open suspicious or
unexpected PDF files.
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The NASA SOC is tracking this threat.  If users suspect they were a victim of this type of activity, they are encouraged to contact the 24 x 7 x 365 NASA Security Operations Center (NASA SOC) at the following number: 





1-877-NASA SEC (1-877-627-2732)





General Security Bulletin


Distribution: Non-Sensitive for NASA Internal Use Only (Government & Contractor)





Subject: Ongoing Malicious Adobe PDF Attacks Against Users


Summary: Multiple groups are using a new attack against Adobe Acrobat and Reader to attack users in an attempt to gain unauthorized access to agency computers and steal data. This attack is triggered by simply opening a malicious PDF file using Adobe Acrobat or Reader and requires no other user interaction. There is currently no patch against this attack and a patch will not be released until January 12th, 2010. Users are urged to use caution with any PDF files, including those from known associates and to personal accounts. 


Details: The NASA Security Operations Center (NASA SOC) is tracking threats against the agency making use of malicious PDF files. These are making use of a previously unknown vulnerability in the Adobe Acrobat and Reader JavaScript engines. Any version of these software are vulnerable if JavaScript is enabled. Agency System Administrators have been instructed to disable JavaScript on vulnerable Adobe products -- this should be done automatically on agency managed computers.  Users are urged to follow the steps below to disable JavaScript on home computers and systems not managed by the Agency.























