[image: image31.jpg]


Using Secure Nomadic Access (SNA)

September 2012

Contents

2Requirements


2Connecting to SNA – Windows and Macintosh


2Using your SecurID token:


3Using your NASA SmartCard:


4Accessing Network Drives, Folders, and Files


4Accessing and Mapping Network Drives


8Creating a Folder Bookmark


9Adding a Personal Bookmark


10Deleting a Personal Bookmark


10Opening a File


10Windows


11Macintosh


12Uploading a File


14Deleting a File


14Logging Out of SNA


15Identity Authentication Requirement


15When Attempting to Login to a NASA HQ Application


16When Attempting to Login to an RSA SecurID Web Site




Secure Nomadic Access (SNA) is a service that allows users to remotely access resources on the NASA HQ Network, using a Web browser via high-speed Internet connection.  For additional information on SNA, refer to http://itcd.hq.nasa.gov/networking-sna.html.
	It is not possible to access the C: drive (local hard drive) at Headquarters through SNA. To access any documents through SNA, you must first save them on one of the shared drives available to you prior to working remotely or going on travel.


Requirements

The following are required to log on to SNA:

· Access to the Internet

· Your SecurID token and 8-digit alpha-numeric PIN, OR your NASA SmartCard and 6-8 digit SmartCard PIN
· JavaScript enabled in browser

· Cookies turned on in browser

· Your Agency UserID and password for accessing network files and Outlook/Entourage.

	For general training, call the Computer Training Center (CTC) at (202) 358-1111. The CTC performs group training and 1-on-1 desk-side support.


Connecting to SNA – Windows and Macintosh
To login to SNA, follow these steps:

1. Type the following address in your Web browser:  https://sna.hq.nasa.gov. Since this is a secure site, the URL address begins with “https” (with an s).

There are two ways to log into SNA – using a NASA-issued SecurID token, or using your NASA badge if it has been registered as a NASA SmartCard.

To login to SNA using your SecurID token:
1. In the Username field, enter your username.
2. In the Password field, enter your eight-digit alpha-numeric SecurID PIN+the 6-digit number on your token with no spaces.
3. Be sure that “Token” is selected from the Realm drop down list.
4. Click Sign In. 

To login to SNA using your NASA SmartCard:

1. Insert your SmartCard into your computer’s SmartCard reader. 

2. Leave the “Username” and “Password” fields blank.
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4. You will be prompted to select your SmartCard certificate and enter your Smartcard PIN. 
Refer to the following trouble shooting table for any issues you encountered while attempting to log in to SNA.

	These instructions assume that:

· Your NASA Badge has been registered as a NASA SmartCard NASA Security,

· You received and know your NASA SmartCard Personal Identification Number (PIN), and

· Your computer has a SmartCard reader.

If you do not have a SmartCard PIN, or need to reset your PIN, please visit the HQ Badging Office.

If you have never used your NASA SmartCard reader, and need to know how to use it, visit the NASA Chief Information Officer SmartCard Website for instructions and other useful tips at http://insidenasa.nasa.gov/ocio/infrastructure/smartcard.html.


	Blank Web page
	If a blank Web page appears after entering your username and password, JavaScript is probably not enabled in the Web browser.  JavaScript must be enabled (Tools | Internet Options | Advanced tab) for SNA to work.

	Disabled Tokens
	Tokens are disabled after five incorrect PIN attempts.

	6-digit token number
	You can use the SecurID token’s currently displayed 6-digit number only once per session.  To re-enter your PIN and token code to access other network resources, or to sign into SNA again, wait until the 6-digit number on the SecurID token changes.

	Unable to Login with SmartCard
	Make sure the SmartCard is inserted in the SmartCard reader correctly:  face up, with the gold chip end in first.

	SNA time limit
	There is a 4-hour time limit for SNA sessions at which point you will be automatically disconnected.  A warning message displays five minutes before disconnecting. To avoid work interruptions, when you receive the warning that your session will be disconnected, log into SNA again.

	Multiple computers, multiple browsers
	You cannot login to SNA from multiple computers at the same time.  However, you can open multiple browser windows with SNA at the same time once you have logged in. This allows you access to multiple internal HQ resources simultaneously.


Accessing Network Drives, Folders, and Files
SNA allows you to use existing bookmarks and create new ones to quickly access your frequently-used network drives and folders.  Each Organization at NASA HQ has its own File Bookmarks; each user with an SNA account is placed in the appropriate Organization group.
Accessing and Mapping Network Drives 

To access your home folder (T drive on Windows), your organization folder (U drive on Windows), the groups folder (W drive on Windows), or shared folder (X drive on Windows), follow the steps below.

1. On the SNA home page, scroll down to the Files section and verify that your network drives are listed as shown below. 
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	If:
	Go to Step #

	
	Your network drives are already mapped
	16

	
	No network drives are listed
	3


If no network drives are listed, follow these steps to map the desired drive: 

3. Click the Windows Files link in the lower right-hand corner. 
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4. To access your T, U, W, or X drive, when the next screen appears, in the upper right-hand corner below the main navigation bar, in the blank text field, type “\\hqdata\”.  
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5. Click Browse.

	In order to connect to the desired network drive, SNA requires you to enter your login credentials at the Attention prompt as shown below.
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6. Click in the Username field and enter your username.
7. Click in the Password field and enter your password.
8. Click Continue. 
	You need to login only once per SNA session to access network drives.


9. When the Windows Files screen displays listing all of the network drives available at NASA HQ, click on the link for the desired network drive you have access to and would like to bookmark.

	Examples:

· Your organization’s drive (U)
· hq_groups (W)
· hq_shared (X)
· Your home folder (T)
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	Some home folders (T) have been migrated to a new network location on hqdata labeled users followed by a number from 2-9.  For example, your home folder may now be located at \\hqdata\users3\.  Users10 is located on hqdata2:  \\hqdata2\users10
	

	
	


10. When mapping your T drive, click on the link for the appropriate “users” folder where your home folder is stored. To determine this location:

	Windows Users 
	1. Double-click the Computer icon on your desktop.

2. Scroll through the list of folders to find your home folder, which is labeled with your username.

3. Double-click the folder.

	Macintosh Users
	1. Click on your mounted home folder drive. 

2. Click File | Select Get Info. 

3. Scroll through the list of folders to find your home folder, which is labeled with your username.

4. Click the folder.


11. When that network location opens, in the upper right-hand corner of the screen below the main navigation bar, click Bookmark Current Folder.
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12. To rename the bookmark, at the Add Windows Bookmark screen, click in the Bookmark Name field and type a new name.  
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13. If you choose, add a description of the bookmark in the Description field.

14. Click Add Bookmark. 

15. When the SNA home page opens with the new drive bookmark placed at the end of the 
Files list, click on the new bookmark and access that network drive’s resources remotely.

	Repeat steps 1-15 in this section until you have bookmarked all four network drives that you have access to:  Your home folder (T), your organization’s U drive, hq_groups (W), and hq_shared (X). Then continue with step number 16.


16. Click the bookmark for the drive you want to access.

	In order to connect to the desired network drive, SNA requires you to enter your login credentials at the Attention prompt as shown below.
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17. Click in the Username field and enter your username.
18. Click in the Password field and enter your password.
19. Click Continue. 
	You need to login only once per SNA session to access network drives.


You now have access to the drive.

Creating a Folder Bookmark

To create bookmarks for frequently used folders:

1. While you are in the folder you would like bookmarked, click Bookmark Current Folder.
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2. The Bookmark Name field automatically displays the name of the current folder.  
3. Enter a description for the bookmark in the Description field.  (This is optional.)
4. Click Add Bookmark. 
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2. The SNA home page opens with the new folder bookmark placed at the end of the 
Files list.  Now you can click on the new bookmark and quickly access that folder’s contents as needed.
Adding a Personal Bookmark

3. Click the plus sign [image: image13.jpg]


 in the Web Bookmarks toolbar. 
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2. Enter a name for the bookmark in the Bookmark Name field.

3. Enter a description of the bookmark in the Description field.  (This is optional.)

4. Enter the URL in the URL field.  
	Use the following format:  http://www.hq.nasa.gov
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5. Display options can be selected in the Display options area.

6. Click Add Bookmark.

Your new personal bookmark appears at the bottom as shown:
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Deleting a Personal Bookmark

To delete a specific bookmark, click the trash can icon        located on the right side of that bookmark’s toolbar. 
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Opening a File

Windows

1. Within SNA, browse to the location of the desired file.  Then click the link of the file to be opened.
The File download window appears: 
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2. You are prompted to either open the file, or save the file. Your selection depends on what you wish to do with the file.

	If:
	Then:

	You plan on modifying the file at all.
	1. Choose Save. 

2. By default, the file is set to be saved to your desktop. Change this location if you would like. 

3. After you make modifications, upload the file to a network location in SNA.

	You only want to view the file and make no changes
	Choose the Open option.  


Macintosh

1. Within SNA, browse to the location of the desired file, and click the link of the file to be opened.

The Opening window appears with information pertaining to the file you would like to open. 
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2. Click Save File. The Downloads window appears with the file listed.
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3. The next step depends on what you wish to do with the file:
	If:
	Then:

	You plan on modifying the file at all.
	1. Double-click the file to open it.

2. Choose File | Save as, and save to your local computer.

3. After you make modifications, upload the file to a network location in SNA.

	You only want to view the file and make no changes
	Double click the file.  


Uploading a File
To upload a file from your local computer to a NASA HQ network location using SNA, follow these steps: 
1. Within SNA, browse to the network location where you would like your file to be uploaded | Click Upload Files….
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2. To find the specific file you want to upload from your computer, click Browse….
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3. When the Choose File to Upload window appears, either navigate to or search for the appropriate folder on your computer | Select the desired file to upload.
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4. Click Open.
5. At the Upload Files screen, click Upload
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An Upload Status window opens showing the progress of the file upload. 
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6. Once the progress bar reaches 100%, the file has finished uploading.  Click Close to exit.

	SNA does NOT allow you to overwrite an existing file.  Therefore, you will not see a “Replace” option when uploading a file with the same name as an existing file.  Instead, you will receive a warning message letting you know the new file’s name has automatically been appended with the current date and time to prevent overwriting the original file


Deleting a File
To delete a file from a NASA HQ network location using SNA, follow these steps:
4. Within SNA, browse to the network location of the file to be deleted | click the checkbox next to the name of the file(s) to be deleted.
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5. Click Delete….
6. When the Confirm Delete message displays, click Yes to delete the selected file(s).
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Logging Out of SNA

When you complete your work in SNA, save any documents you have open, and then follow the steps below to log out of SNA:

	1. Log out of or quit any Web applications running through SNA.  

2. In the upper right corner of the SNA home page or any other open SNA page, click Sign Out (Door icon).  
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	A smaller version of the Door icon (Sign Out button) appears on the floating toolbar in the right corner of any page opened through SNA.


Identity Authentication Requirement
In some instances, users must authenticate their identity: 

· When attempting to login to a NASA HQ application
· When attempting to login to an RSA SecurID Web site



When Attempting to Login to a NASA HQ Application
When connecting to the NASA HQ network using SNA, and attempting to login to certain NASA HQ applications, users are automatically redirected to the SNA Authentication Required window to authenticate their identity.    
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7. In the Username: text box, enter your username.

8. In the Password: text box, enter your password (your token is not required).    
Once you are successfully logged in, you are again redirected back to the desired application.

When Attempting to Login to an RSA SecurID Web Site
Other applications require you to authenticate your identity using your RSA token.
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9. In the Username: text box, enter your username.

10. In the Token: text box, enter your your eight-digit alpha-numeric SecurID PIN plus the six digits that appear on your token (with no spaces).    
Once you are successfully logged in, you are again redirected back to the desired application.

	Although a user logs into the RSA SecurID Web site (https://agencytokens.nasa.gov/) directly to perform a function related only to RSA (i.e., to reset his or her PIN), the user will also be required to provide their RSA credentials to any NASA HQ applications utilizing RSA authentication. Authenticating to https://agencytokens.nasa.gov does not permit access to other NASA HQ applications. Users must login to the NASA HQ application directly.


	For assistance, contact the Enterprise Service Desk (ESD): Submit a ticket online at esd.nasa.gov; send an e-mail to nasa-esd@mail.nasa.gov; or call 358-HELP (4357) or 1-866-4NASAHQ (462-7247).


This document is posted on the ITCD Web site at:  
http://itcd.hq.nasa.gov/instructions.html
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