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Known Issues Following Migration to NCAD
(Windows Users)


A few HQ Windows users experienced issues following migration to the NASA Consolidated Active Directory (NCAD) during the first phase of HQ’s migration in the Spring of 2009. These issues include the following:
1. For some people, old habits inadvertently create login errors. Windows computers automatically default to the correct domain, the NASA Data Center (NDC), following migration.  If users type “hq\username” in the user name field, they will receive an error. Users should type their user name in this field, with nothing preceding it.


2. Users with administrative rights may initially experience login issues following migration.  If this happens to you, contact the IT Help Desk for immediate assistance.


3. Files stored using Encrypted File System (EFS) must be converted prior to migration.  Click here to learn more.
4. A very small number of users of Central Resources Control System (CRCS) have, in the past, experienced temporary login issues immediately following migration to NCAD. If this occurs, restoration will require a desk side visit by a Desktop Support technician. Please contact the IT Help Desk for assistance.
5. Share Point is sometimes slow to recognize HQ users who have migrated to NCAD.

6. In Spring 2009, during Phase I of the NCAD migration, a variety of issues were experienced by users of shared calendars. These issues are believed to have been fully mitigated prior to the current migration effort, Phase II.

More About Encrypted File System (EFS) 

The Encryped File System (EFS) is a file system driver that provides file system-level encryption in Microsoft Windows (2000 and later) operating systems.  If you have used EFS to encrypt files, you must make sure those files are decrypted (unencrypted) prior to your migration to NCAD in order to prevent data loss.

When a user migrates to NASA’s Consolidated Active Directory (NCAD), EFS‑encrypted files are permanently deleted.  If you have files encrypted with EFS, you must:

1. Decrypt and resave any files previously encrypted with EFS as soon as possible, but no later than your migration date.  Follow these “Decrypting EFS Files” instructions.  If you no longer remember your EFS credentials, please contact the IT Help Desk for assistance.  

2. If you do not currently have Entrust PKI installed and activated, consider applying for this encryption solution today.  The first step is to request an Entrust PKI account in NASA’s Account Management System. See the Entrust PKI Web page for more information.
If you have any concerns regarding the security or proper handling of your documents, please contact the IT Help Desk or your IT Point-of-Contact.

What is the NASA Consolidated Active Directory (NCAD)? 
NCAD is a single, Agency-wide directory service that you automatically access when logging in to your desktop.  NCAD enables you to access servers, applications like e-mail, and network resources, such as printers.  

With NCAD, every NASA worker’s log-in process will be identical.  For NASA as a whole, this consistency will help to create a simplified desktop experience and to improve security management.  Also, NCAD, unlike the current Active Directory environments across NASA, is built on an infrastructure to help NASA move toward Smartcards and a single sign-on environment. To learn more, visit the NCAD Web Site at http://www.hq.nasa.gov/itcd/NCAD.html.  A Frequently Asked Questions document and an approximate, high-level schedule of the HQ-wide migration are posted online, at http://www.hq.nasa.gov/itcd/NCAD.html.
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