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Change History

Interim NASA HQ IT Policy, Managing Elevated User Privileges on NASA Headquarters Desktop and Laptop Computers 

	Change Number
	Date
	Change Description

	1
	12/23/2008
	Initial Release


1.  POLICY
a.  NASA Headquarters (HQ) protects its Information Technology (IT) resources by employing skilled and dedicated staff who are responsible and accountable for the installation, operation, and maintenance of desktop and laptop computers. The implementation and application of sound security principles to the configuration and operation of these computers assures the highest level of managed IT security. The purpose of this policy is to ensure that only individuals who are qualified and accountable may perform administrative and/or privileged functions on NASA HQ desktop and laptop computers and to help ensure compliance with the Federal Desktop Core Configuration (FDCC). 

b.  Effective with the implementation of the FDCC at NASA HQ, HQ users are only granted elevated access to desktops or laptops upon HQ Chief Information Officer (CIO) approval of a Desktop Elevated Privileges request or issuance of an emergency short term waiver as outlined in Appendix A.

c.  The NASA Account Management System (NAMS) shall be used to submit and approve/deny Desktop Elevated Privileges requests.
2.  APPLICABILITY

This document applies to all NASA HQ employees, detailees, contractors, consultants, partners and visitors (where appropriate) utilizing IT desktop and laptop equipment issued by the Outsourcing Desktop Initiative for NASA (ODIN) or the NASA Headquarters IT Support Services (HITSS) contractors or connected to the HQ IT Infrastructure. This shall include all desktop computers and laptops utilized by InDyne and its sub-contractors to support NASA HQ under the HITSS contract.

3.  AUTHORITY

NASA Procedural Requirement (NPR) 2810.1A, Security of IT, May 16, 2006, grants the Center CIO the authority to establish Center policies and procedures to ensure the secure operation of Center systems and the protection of Center data and information.

The HQ CIO shall ensure that NASA HQ IT policies and requirements are developed in a way that is consistent with:

· Applicable statutory authority, including the Federal Enterprise Architecture, the Clinger-Cohen Act and the Federal Information Security Management Act (FISMA); 

· Regulatory requirements and external guidance, including Office of Management and Budget (OMB) policy, Federal Information Processing Standards (FIPS) publications, and National Institute of Standards and Technology (NIST) Special Publications; 

· NASA policies and requirements.

4.  REFERENCES
a.  NPR 2810.1a, Security of Information Technology, May 16, 2006

b.  OMB Memorandum M-07-18, Ensuring New Acquisitions Include Common Security Configurations, June 1, 2007

c.  NASA Office of the CIO (OCIO) Memorandum, Agency Security Configuration Standards:  Federal Desktop Core Configurations, November 15, 2007

d.  NASA OCIO Memorandum, Supplemental FY08 Guidance for Agency Security Configuration Standards and FDCC Reporting, February 20, 2008

e.  NASA Information Technology Requirement (NITR) 2810-14, Managing Elevated User Privileges on NASA Desktop and Laptop Computers, September 11, 2008
5.  RESPONSIBILITY

a.  The HQ CIO

· Shall review and approve/deny all NAMS Desktop Elevated Privileges requests submitted by HQ users.

· May delegate responsibility for review and approval of elevated user privileges, except to the Information System Owner (ISO) or staff of the relevant system.

· May grant an emergency waiver, or an extension to previously approved requests for a specified time period.  Waiver or extensions may not exceed 90 days.

b.  The HQ IT Security Manager (ITSM)

· Shall ensure that the NAMS Desktop Elevated Privileges requests are complete and that the HQ IT contractor(s) has determined that such access is the only way the user’s requirements can be satisfied.

· Shall ensure that the requestor has completed the required System for Administration, Training, and Educational Resources for NASA (SATERN) training requirements before desktop elevated privileges are implemented.


c.  HQ Desktop Users 

· Shall submit a ticket to the IT Help Desk defining the desktop requirements that they are unable to accomplish.

· Shall complete a NAMS Desktop Elevated Privileges request, including documentation and justification of the requirement, upon notification by the HQ IT contractor(s) that their requirements cannot be accomplished through other means.  Completed requests in NAMS are routed to the HQ CIO, or designee, for review and processing.

· Shall complete the necessary SATERN training upon notification that their NAMS Desktop Elevated Privileges request has been approved by the HQ CIO.

· Shall only use elevated privileged access, once granted, for the purposes documented and approved in the NAMS Desktop Elevated Privileges request.  

· Shall notify the IT Help Desk if elevated privileges are no longer required prior to the expiration date of such access.

· Shall comply with all NASA and NASA HQ policies and procedures in the use of their elevated privileges.  This includes having all executable software reviewed and approved prior to installation on their desktop.

d.  Desktop system owners

· Shall develop implementation procedures for managing desktop elevated user privileges in accordance with this policy

· Shall manage elevated user privileges on all HQ desktop and laptop computers under their purview in accordance with this policy and the established procedures.

· Shall ensure that HQ IT Contractor Desktop Support is removing elevated privileges after the specified time period has expired.
e.  HQ IT Contractor Desktop Support
· Shall not grant desktop elevated user privileges until notified of an approved NAMS Desktop Elevated Privileges request and notification by the HQ ITSM that training has been completed.

· Shall review all user submitted tickets identifying desktop requirements that cannot be accomplished by the user to ensure that a workaround is not available that will not require elevated privileges.

· Shall notify ticket submitters, via e-mail, when requirements can only be satisfied by submission of an NAMS Desktop Elevated Privileges request.

· Shall ensure elevated user privileges are removed at the end of the approved time period or upon notification by the user that such access is no longer required.

· Shall notify the HQ ITSM, via email, when a desktop elevated privileges access expires and/or is terminated.

f.  Supervisors 

· Shall review all NAMS Desktop Elevated Privileges requests prior to approving to ensure that the access is in fact required

· By approving a request shall certify that the organizations mission accomplishment will be negatively impacted if the request is not approved.

6.  DELEGATION OF AUTHORITY
In the absence of the HQ CIO, authority to approve HQ Desktop Elevated Privileges requests may be delegated to an HQ CIO approved designee.

7.  MEASUREMENTS
None
8.  CANCELLATION

None

____________________________________________________________________________

Victor L. Thompson







Date
NASA Headquarters Acting Chief Information Officer

APPENDIX A – REQUIREMENTS
1.  Elevated user privileges shall be managed on all NASA desktop and laptop computers. Elevated user privileges include any access to the computer that allows the user to install, upgrade, significantly change or patch software, including the computer’s operating system.  

2.  Elevated user privileges shall only be approved and granted for users with a documented requirement, for a specified time period not to exceed 12 months.  

3.  With the implementation of FDCC at NASA HQ, desktop administrative rights for users were removed.  Users who find that they have requirements they are no longer able to perform, but are still required in order to accomplish their organizations mission, shall submit a ticket to the IT Help Desk outlining their requirements.

4.  The IT Help Desk will route the ticket to the appropriate organization(s) to determine if the requested requirements can be accomplished without the granting of elevated privileged access.  If it is determined that the only way to accomplish the requirements is through the granting of elevated privileged access, the requestor shall be notified, via e-mail, to submit a NAMS request for Desktop Elevated Privileges.

5.  The user shall complete the NAMS Desktop Elevated Privileges request in its entirety.  This will include:

· A description of the requirement and provide justification of why it is required.

· A description of impact on organization mission accomplishment if the request is not approved.

· The ticket number assigned by the Help Desk indicating that the requirements cannot be accomplished except through the granting of elevated user privileges.

6.  The requestor’s sponsor shall validate and certify that the organizations ability to accomplish its mission will be negatively impacted if the NAMS request is not approved.  If the requestor is a civil servant, the sponsor is the person who is the Reviewing Official of Record for the person's Performance Plan. If the requestor is a contract employee, the sponsor is the Contracting Officers Technical Representative (COTR) for the contract they are supporting.

7.  The HQ CIO will review requests and contact the requestor’s sponsor, as required, to validate the legitimacy of requests or propose an alternative course of action.  The HQ CIO will notify the HQ ITSM via e-mail of approved requests for action and approve the request in NAMS.

8.  Upon receipt of an approved request e-mail from the HQ CIO, the HQ ITSM shall review NAMS requests for completeness and notify the requestor of approval.  The HQ ITSM will supply a list of the SATERN courses that must be completed prior to desktop privileged access being granted.  This list shall include, at minimum:

· The current year IT Security Awareness Training

·  Basic IT Security for Systems Administrators (ITS-RB1-SA).  

If the time period specified in the request, or the combined time specified in multiple requests by the same user, exceeds 30 days, the following additional SATERN training courses will also be required:

· Intermediate IT Security for Systems Administrators (ITS-RB2-SA)

· Operating System Security for the relevant operating system(s) 

9.  OCIO approved requests will be routed to account administration to grant desktop elevated user privileges.  Account Administration will not grant elevated privileges to the user until notified by the HQ ITSM that the required training has been completed.

10.  Users granted elevated privileged access shall only use these privileges for the purposes documented and approved in the HQ Desktop User Privileged Access Request.  Additionally, desktop elevated privilege holders shall comply with all NASA and NASA HQ policies and procedures in the use of their elevated privileges.  This includes having all executable software reviewed and approved prior to installation on their desktop.  Desktop privileged access holders shall notify the IT Help Desk if elevated privileges are no longer required prior to the expiration date of such access.  

11.  Upon completion of the required tasks, or at the end of the specified time period, privileged access to the computer shall be revoked by Account Administration unless training and authorization are renewed. 

12.  Users with an immediate, mission critical requirement for elevated privileges shall contact their Office Associate Administrator (AA) or his/her designee to submit an emergency waiver request, via e-mail, to the HQ CIO.  Waivers are valid for no more then 90 days and require submission of an NAMS Desktop Elevated Privileges request as soon as possible, but no later then the expiration of the waiver.  Note:  Elevated privileges cannot always be remotely activated and may require physical access to the computer by a HQ IT contractor system administrator before elevated privileges can be granted.
APPENDIX B - ACRONYM LIST

AA

Associate/Assistant Administrator

CIO

Chief Information Officer

COTR

Contracting Officers Technical Representative

FDCC

Federal Desktop Computer Configuration

FIPS

Federal Information Processing Standards

FISMA
Federal Information Systems Management Act

HITSS

Headquarters Information Technology Support Services

HQ

Headquarters

ISO

Information System Owner

IT

Information Technology

ITSM

Information Technology Security Manager

NAMS

NASA Account Management System

NASA

National Aeronautics and Space Administration

NHQ

NASA Headquarters

NIST

National Institute of Standards and Technology

NITR

NASA Information Technology Requirement

NPR

NASA Procedural Requirement

OCIO

Office of the Chief Information Officer

ODIN

Outsourcing Desktop Initiative for NASA

OMB

Office of Management and Budget

SATERN
System for Administration, Training, and Educational Resources for NASA
1/30/2009
Information Technology & Communications Division
Page 1 of 10

_1028956314.doc



