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Decrypting “Encrypting File System (EFS)” Files

(January 2009) 


Encrypting File System (EFS) is a file system driver that provides filesystem-level encryption in Microsoft Windows (2000 and later) operating systems.  EFS‑encrypted files will be permanently deleted from computers at the time a computer is migrated to NASA’s Consolidated Active Directory (NCAD).  If you have used EFS to encrypt files in the past, you must make sure those files are decrypted (unencrypted) by January 12 in order to prevent data loss.
Instructions for Decrypting Files Originally Encrypted in EFS

To remove encryption from a document: 

1. Use Windows Explorer to locate the encrypted file that you want to decrypt. 

2. Right-click the encrypted file, and then click Properties. 

3. On the General tab, click Advanced. 

4. Click to clear the Encrypt contents to secure data check box, click OK, and then click OK again.

To remove encryption from a folder:

1.
Use Windows Explorer to locate the encrypted folder that you want to decrypt. 

2.
Right-click the folder, and then click Properties. 

3.
On the General tab, click Advanced. 

4.
Click to clear the Encrypt contents to secure data check box, click OK, and then click OK again. 

5.
When you are prompted to confirm the attribute change, click Apply changes to this folder, subfolders and files, and then click OK.
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